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1.0 Introduction

This document describes the account access procedures for PARS 11 and is written for users of
the application. The following topics are covered in this document:

PARS Il Welcome Page

PARS Il Account Request Procedures
Logging into PARS 1l

Changing PARS Il Password

Help Desk Procedures

Additional questions can be directed to the PARS 11 Help Desk by calling 301-903-2500 and
selecting option 4, and then option 5. PARS Il Help Desk personnel can be reached by email at
the following address: i-Manage.eas@hg.doe.gov.
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2.0 PARS Il Welcome Page

The preferred method for accessing the PARS |1 application, to obtain the latest information
about events, notices and updates, is to click on the PARS Il Welcome Page (Figure 1). The
PARS Il Welcome Page can also be accessed by typing the following address into the web
browser’s address window: http://www.management.energy.gov/online_resources/pars2.htm.

The Department of Energy’s Office of Engineering and Construction Management (OECM)
maintains the PARS Il Welcome Page and posts helpful information, such as links to commonly
used functions, contact information for the PARS 11 Help Desk, and instructions for obtaining an
account. Links are located on the right side of the Welcome Page and connect to the PARS 11
Login, Change Password, Request an Account, and PARS Il Help Desk functions.

Figure 1 - PARS Il Welcome Page (OECM Website)

© ENERGY.GOV e

BTECHNOLOGY — SOURCEE EFRICIENC ENYIRONEENT & TRENDS SECURITY. & HEALTH

Welcome to PARS 11

+ Lagén iz PARS IT-

- Thangs Famncerd

« PARSII heemme
gt

« PARSII
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3.0 Account Request Procedures

Individuals requiring access to PARS Il must apply for a PARS 11 user account. The application
process utilizes the Department of Energy’s MIS Application Gateway web software to verify
the identity of new users and to manage account application and approval process. To apply for
a PARS Il user account, follow the instructions listed in the steps below.

3.1 Identity Verification

If the federal employee or contractor (called the requestor) already has an account on the
Department of Energy's MIS Application Gateway, then the requestor can skip Step 1 and
proceed to Step 2. If the requestor does not have an MIS Application Gateway account, then the
requestor must use the “Request Access” Menu Option on the MIS Application Gateway to
verify his/her identity with the Department of Energy. Instructions for using identity verification
features are listed on the screen (Figure 2).

Figure 2 - MIS Gateway: Request

To access the MIS Application Gateway, run the e

web browser (Microsoft Explorer) and connectto ~ [©= = = &5 e @ e p e BB
the MIS Application Gateway by typing the

following address into the web browser’s address
window https://mis.doe.gov/. When the MIS
Application Gateway main page appears, click the
screen’s Request Access Menu Option (Figure 2). o——

ABOUT MIS GATEWAY

. 1.8 1 rey Hes
k& MIs T SDep'ujnonl of Energy Hl"l(lf[llalt(‘ll\
L1 M . .

Blanagement Dnformatson System

LOGIN

HELP

Figure 3 - MIS Gateway: General

After selecting the Request Access Menu Option s o
the General Information screen appears (Figure |

3); offering additional information about the s s s ]
identify verification process. After reading the o : .

screen text click the CONTINUE link at the oot _ Fomr i Gttt
bottom of the screen. -

CONTINUE
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Figure 4 - MIS Gateway: Profile Information

Next, the Profile Information screen appears e o = TR18) i

Fle Cdt Vew Fevodtes Took Heb

(Figure 4), requiring entry of personnel profile .
information. Enter your last name, social B - ol o
secu“ty number’ Cltlzenshlp status and g MIS ) U.S Department of Energy Headquarters

Management Infarmation Systems

federal/contractor employee status. e

Application Gateway

Request Access

Last Name: |

SSN:

Areyona US.
citizes (either
by birth or
maturalization)?

Erployes Trpe: 0 DOE
O Coerrnctor

O Federal Enspdoyee (Other Govermment Agency)

Figure 5 - MIS Gateway - Select Sponsor and Read Rules of Behavior
The SEIECt SponSOI’ 5, MIS U.S Department of Energy Headquarters

Management Information Systems

screen appears next omicaton Catenas
(Figure 5), requiring I
additional profile Ldentity Management Request Form ey
entered, such as

First name:

—
employer name, job R

[

|

[

|

title, email address and

Suffix:

phone number.

Employer name:

Job title:

Click on the “Search™ e e
dropdown box, located

near the center of the
form, to select a name

Phone number: ey . - - -
(Enter a valid business, hams or coll phons numbsr i the farmat xo-00-00)

search result's and then ¢

fl’0m the |ISt Of fedel’a| ‘3:—\RCHinraDﬂlspnnsnr:( [ |[(seamn]

sponsors. The person
selected should be
someone from your
S | te (e g fed er al By elicking on 'I AGREE' at the hottom of the page, vou certify that you will comply to the following terms and conditions below and understand the
Y limitations and restrictions imposed on the use of this code by Classification, Sensitivity, and the Privacy Act of 1974 while accessing the U.S. Department
f d I of Energy automated information system.
man ager' edera You are requesting aceess to a Department of Energy resource, Employee Self Service (ESS). As with all non public DOE resources, this system is for
M M flicial Govi 1t busi Iy and any oth f this system i: hibited by 1: Section 641, Title 18 U.5.C.) and 1d It i i
Superviso r) who is i It o aremots costons o on lora gl et mou ki i t the U5, Depanimsnt ofEacrgs. o oy v sabjee o crimine prpseention.
fam i I i ar Wi th you r j 0 b You will protect all vour DOE passwords, keep them secret, and allow no other person access to them.
res ons . tes an You understand that your logon ID(s) and password(s) and associated i fon will be 3
p i b iliti d period of § months.

You will immediately notify the Office of the CI0 of any changes in organization or employment status so appropriate action may be taken regarding your

requ | rements for ESS logon ID and related information.

H f' t' ‘You will not use your logon ID(s) to aceess any system, application or database without first obtaining electronie or written authorization from the
Vel'l | Ca | O n. correspanding system manager and adhering to the system manager’s safeguards used for the protection of data and if the data is classified data, personal
data, or other information defined as "sensitive data” on OMB Circular A-130, Appendix IIL, dated December 12, 1985, and is subjeer to the Privacy Aet of
1974,

Next, read the DOE B M S A Tk b BT Wl
Rules of Behavior,
located near the
bottom of the screen

Comments:

pended if your logon ID{s) remains inactive for &
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and click the I AGREE button, if in agreement with the terms.

When done, exit from the MIS Application Gateway and wait approximately one week for an
email response from the federal sponsor, indicating approval or rejection. If approved, you will
receive instructions and a User name and password that will permit you to log into the MIS
Application Gateway and complete the application process.

3.2 Login to MIS Application Gateway

The purpose of this step is to provide the verified DOE federal employee or contractor with a
mechanism for choosing a DOE Headquarters software application (e.g., PARS Il, STARS,
STRIPES, IDW). The MIS Application Gateway also manages the workflow aspects of the
approval and communication processes.

This step assumes that you (the requestor) have received an account to access the MIS
Application Gateway and that you are prepared to log into the MIS Application Gateway to

apply for a PARS |1 user account. Figure 6 - MIS Application Gateway

When ready to use the MIS Application Gateway, |« « = o = =

- . » =] 2] €/ - E-LJE 3
type this address into the web browser’s address |~ i 10c e B a

window https://mis.doe.gov/

. .5 Department of Energy Headquarters
EVM!S et Management Information Systems
' Application Gatewsy

When the MIS Application Gateway main web
page appears, click the screen’s “Login” Menu
Option (Figure 6)' REQUEST ACCESS

ABOUT MIS GATEWAY

seeway Taer 1D or, & you have an
Ly beaton
HELP

L
“Requen Access” ik

Figure 7 - MIS Gateway: Login

Next, the MIS Application Gateway LOGIN Ermmm s
screen appears (Figure 7). Enter your DE) - @) gmor S]a)s|x =
previously assigned MIS Application reois | 4 |

Gateway Username and Password and then Sttty
press the AUTHENTICATE ME button.

Login

Enter Username or

CHRIS Emploves [D

Password

Authenticata Me

“WARNING"WARNING**WARNING=*

This is & Urdted States Department of Energy computer sysem, which may be
accessed and used caly for official Government business by authorized
perecone] Unmathorized accest or nee of thie computer vetem may subject
violators to criminal, cnil, and or adminictratice action

Figure 8 - MIS Gateway - Applicatiolns'
b |
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Next, the Applications
Gateway screen appears
(Figure 8). Select the DOE
Corporate Applications
menu option, located on the
left side of the screen. A
sub-menu item appears.
Select the Application
Access Request option from
the sub-menu.

ﬁ MIS: Application Gateway Start page - Microsoft Internet Explorer provided by DOECOE
g:_j - |Q hitps: i d 1 1_start.civk 5 v‘ & FIEIIES Live Search

File Edit Wiew Favortes Tools Help
U Favortes | s

58~ | @ nttpufjunm. enterprisemissio. . | @ virs: appication Gatowary... % | |

-8 =

d= - Pagev Safety -

TS U.S Department of Energy Headquarters
Management Information Systems
Application Gateway

j’ Management Information Systerms

o the Manage Information Systems Applicatior eway.
DOE Corporate Applications to the Management Information Systems Application Gateway

The Managament Information Svstams (MIS) Appl

on process

e A S Gateway provides sasy zocess to many DO Headquarters Websites using 2

DOE HQ Serviess
esent the applicatic
ted, it is either

pplication Gat
our epplication

Help and Support

Application Gateway

Logoff MIS Gateway

 links, that application will open in 2 new brewser window, Whea

NS Application Gateway windew opsn 2t 21l times to

<li o ine with that zpplication, vou
that window. Please keep the )

to be able to re-open

< or change to other applications without nesding to

Privacy statement

Figure 9 - MIS Gateway: User

The User Verification
Form appears next
(Figure 9). Update all
profile information,
such as site, building,
address, mailstop, room
number and phone.
When done, click on
the Update/Continue
button at the bottom of
the screen.

U.S Department of Energy Headquarters
Management Information Systems
Application Gateway

i Mis
)P Management Information Systems

Help Line

Application Access Request - User Verification Form.

—Emai
pori@hg doe gov

—Phone
301-903-0605

“** Select a Site & Building *** e

(except federal holidays)

Site:

Building:

Very Your Cur

Line 1. |Energy Enterprise Solutions, LLC |
Line 2- |20440 Century Bivd |
Office Address: Line 3. | |
Line 4: [ |

City ' ‘Garmamnwn ‘
Stare’ zip:" 2087 ]

‘nnrm ayers@hq doe gov |
(Emer avalid business email address)

Country]USA |

Email address:

Mail stop:
Q-239

301-303-8648

(Enter & valid business phone mumber)

Update/Cantinue

Room number: "

il

Phene number:
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Figure 10 - MIS Gateway - Application
The Appl icati On ACCeSS Request Iz https:/imis. doe.govi?skey-958125 - MIS: Application Access Request Menu options - Microsoft Internet Explorer provided by DC
screen appears next (Figure 10). P

Click the PARS Il Menu Option and | -5 = & - ree- s - @5 3
then click the Close this Window

' WIS U.S Department of Energy Headquarters
: — Manag Information Sy:
item at the bottom of the screen. D o sy o o
Help Line Application Access Request

—E
MANAGE HelpDesk@hq doa gov

Click on the appropriate application link that vou need access for.
T Tpemam + iPortal (IDW)
Toll Free: 1-866-834-6246
Option #4, Option #1 » STARS
« STRIPES
PARS T

Close this window

Figure 11 - MIS Gateway: Rules of

The Rules of Behavior screen appears next _
(Figure 11). Read all the rules s ity

- - - Apiatas Gatemay
and then, if in agreement with the terms, click T

the | Do Agree With The Rules button. R —

o, e iy S PAR L o i

ey i sho e s

+ tad

§)eveciogof erot

et ) dyn e v gt o D0

dortamevinneniss [ Idospeswimnenss ]
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The PARS Il Custom Form screen appears next (Figure 12). Enter the following information on
this form:

e User Role: Select one role from the list of roles on the screen that most closely represents
your job function as it pertains to using PARS II. If unsure about your role in PARS I,
please call the PARS Il Help Desk.

e Approving Official: Select one name, from the list of names in the dropdown box, of the
Program Approving Official who will be responsible for approving your request to obtain a
PARS Il user account.

e PARS Il Project Number (optional): If applicable, enter the DOE Project Number for each
project that you are responsible for updating. A maximum of five projects can be entered.

¢ Requestor Comments: Enter text in this block that pertains to questions or issues that you
might have about this request (e.g. “this is my second request”).

e Business Reason: Enter a brief justification for using PARS 11 (e.g., it is required by my job,
I want to monitor projects in my area of responsibility, etc.).

After entering all items on the screen, click the SUBMIT button at the bottom of the screen.

Figure 12 - MIS Gateway: Custom Form for PARS Il

* MIS U.S Department of Energy Headquarters
5)‘ Management Information Systems

Management Information Systems n o
Application Gateway

Help Line Application Access Request - PARS II (PROD instance)

_E Mathew,Sissy N
MANAGE HelpDeski@hq.doe.gov

(* - Reguired)
;5??;?,993,3599 “—SEI.E'['t I:SE.T I?DIE(SJJ: 7 X
Toll ree 1-866.834-6246 Nota : You may select multipla Roles

Option #4, Option #3 L .
* “ [ Acquisition Executive

[ Alternate OECM Analyst

[ Contracting Office Representative
[ Contractor Analyst

[ Contractor Project Manager

[ Deputy Federal Project Director
[Federal Project Director
[JOECM Analyst

[ Program Analyst

[ Program Manager

[ Program Point of Contact

+ Select vour approving official: | — Select your approving official — v

PARS II Project Number (optional):

+ Please provide a business reason supporting your need to access PARS II:
For example, as an FPD I'will use PARS II to upload schedule and earned value project
dara.

CONTINUE
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The last screen to appear in the request sequence is called the Confirmation screen (Figure 13)
and its purpose is to inform the requestor that his/her information was entered correctly and that

a response from the approving official, to approve or reject the request, should be expected
within one week.

Figure 13 — MIS Gateway - Request Confirmation

MIS U.S Department of Energy Headgquarters
gf._. ikl R R Management Information Systems
Application Gateway

Help Line Application Access Request - PARS [I

e Eomicaif
FMANAGE HelpDaz kiR hg cow por

Your Request for access to PARS 11 - Production mstance was successiul

An emaill was sent to the PARS 1T admemistrative staff for approval. You will
be contacted within a week

Beview Bequests  Back to AAR mem

3.3 Receiving the PARS Il Account

If the approving official and authorizing official approve your request, then the PARS Il Help
Desk Administrator is notified and creates your account in the PARS Il system. The PARS |1
Help Desk Administrator then sends you a PARS 11 user name and password so that you are able
to access the application. Please contact the PARS Il Help Desk if you have additional questions.
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Note: Instructions for completing the account application process are also available on the DOE
Office of Management’s OECM Request User Account web page (Figure 14) and can be
accessed by typing the following address into the browser’s address window:
http://management.energy.gov/online _resources/pars2ReqUserAcct.htm.

Figure 14 - Request User Account Link: OECM Website

About the DOE = Organization = News ContactUs

OFFICE OF MANAGEMEN

MA Home You are here: DOE Home » MA Home = Online Rescurces = PARS Il = User Account Reguest

About Us
User Account Request

Administrative Services

Aviation Management The account access process for PARS 1T relies on the Department of Energy's MIS Application Gateway system to verify the requestor's

Awards Programs identity and to approve his/her request for access to a specific DOE Headquarters application, such as PARS II. Once approved by the
MIS Application Gateway, the PARSII Help Desk Administrator will assign a new PARS I account to the requestor. Please follow the
steps listed below to apply for a PARS Il account.

Documents/Publications
Doing Business wi/DOE

Energy Reduction at HQ

1. If the federal employee or contractor does not already have an account with the Department of Energy's MIS
Application Gateway, then the requestor must apply for an account and be approved by a local federal sponsor. To

Howdol.? accomplish this, the requestor should click on this link: MIS Application Gatewav and then select the "DOE Corporate

OECM Applications/ Application Access Request” menu option, enter profile information on the form, and wait for approval

from the federal sponsor.

FOIA/Privacy Act

Online Resources X
2. Once the requestor has received an account to access the MIS Application Gateway then he/she must login to the MIS

for Aviation Management o N L. )
Application Gateway and provide the following information:

for Library

for Procurement

for Project Management
for Property Management
for Other Resources

Update contact information (address, phone, etc);

Select a federal sponsor for approval (Program Office point of contact);

Policy/Guidance Read and sizn the Rules of Behavior:

Select the appropriate PARS II Group Role;
+ Enter PARS II Project Number (if applicable);

Program Support

Project Management

Enter a business reason for using PARS 1L

Property Management
Contact Us 3. The request for a PARS I account will be reviewed by an approving official and by a representative from DOE OECM
Site Map and, if approved, the new PARS I account will be created and relevant information will be sent to the requestor.
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4.0 Logging into PARS Il

The PARS I1 web application can be accessed in two different ways:

1. By connecting to the Department of Energy’s OECM website PARS Il Welcome Page and
by clicking the link titled: Login to PARS Il which is located on the right-hand side of the
PARS Il Welcome Page; or

2. By typing the PARS Il URL address https://pars2.doe.gov into the browser’s address window.

When either of these methods is chosen, PARS Il will run and display the following three
screens in succession:

e Security Notice screen (Figure 15);
e Login screen (Figure 16); and
e PARS Il Project screen (Figure 17).

4.1 Security Notice Screen

The Security Notice screen (Figure 15) prompts the user to read the text on the screen and then
directs the user to press the “continue” button.

Figure 15 - PARS Il Security Notice Screen

rf_ Security Notice - Microsoft Internet Explorer provided by DOECOE

5@' |g, https: [ pars? doe.gavi=admped snob aspact=lnain V‘ 5 bl | [+ | X | Live Search |,0 7
File Edit ‘iew Faworites Tools  Help
{\? Favorites | {:‘5

|@Security Notice | | ﬁ A S| = g@a v Page v Safety ~ Tools - @v

U.5. DEPARTMENT OF

7 ENERGY

Project Assessment and Reporting System (PARS Il)
V100
Security Notice

This web site is part of a Federal computer system used to accomplish Federal functions. The Department of Energy uses
software programs to monitor this web site for security purposes to ensure it remains available to all users and to protect
information in the system. By accessing this web site, you are expressly consenting to these monitoring activities.

Unauthorized attempts to defeat or circumvent security features, to use the system for other than intended purposes. to deny
service to authorized users, to access, obtain, alter, damage. or destroy information, or otherwise to interfere with the system or
its operation is prohibited. Evidence of such acts may be disclosed to law enforcement authorities and result in criminal
prosecution under the Computer Fraud and Abuse Act of 1986 and the National Information Infrastructure Protection Act of
1996, codified at section 1030 of Title 18 of the United States Code, or other applicable criminal laws.

Continue Cancel
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4.2 PARS Il Login Screen

After agreeing to the terms of the PARS Il Security Notice, the PARS 11 Login screen appears
(Figure 16). To access PARS 1, the user must enter the pre-assigned PARS Il User name and
password and then click the OK button. Other relevant information appears below.

Values for the user name and password must be entered within 60 seconds of the initial
screen display, or an error screen appears. Values entered for user name are not case
sensitive but values entered for password are case sensitive.

An invalid username or invalid password entry, followed by pressing the OK button, causes
the screen to re-display and prompt the user for new values (up to three separate times).

After three invalid attempts at entering user name or password, the Windows Domain Error
Screen appears (Figure 18) and the user’s account is locked for 30 minutes. The user can wait
30 minutes and then re-enter correct values for user name and password, or the user can
contact the PARS Il Help Desk Administrator to request that the account be unlocked.

The pre-assigned PARS Il password is a temporary password and expires upon initial login.
You will be required to change your password. Please see section 5.0 Steps for Changing the
Password.

Figure 16 - PARS Il Login Screen

£ curity Motice - Microsoft Internet Explorer provided by DOECOE

€ \_/.'v |g, https://par=2 doe.gov/isadmpwd/snot aspract=login V| & @ || X Live Search

File Edit Wiew Favorites Tools  Help

{\‘f Favarites | {.:‘3

QSecurity Motice |_| & -~ Ej =1 géa * Page = Safety = Tools =

U.5. DEPARTMENT OF

7 ENERGY

Connect to pars2.doe.gov

e

This web site is part of a Federal compi
software programs to monitor this web &
information in the system. By accessing

Unauthorized attempts to defeat or circ
service to authorized users, to access,
its operation is prohibited. Evidence of

prosecution under the Computer Fraud
1996, codified at section 1030 of Titl

The server pars2.doe.gov at pars requires a username and
password.

he Department of Energy uses
ble to all users and to protect
monitoring activities.

- than intended purposes, to deny
Erwise to interfere with the system or
orities and result in criminal

Infrastructure Protection Act of
ninal laws.

User name: | | 4 |
Password: | |
[ Ok ] [ Cancel ]
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4.3 PARS Il Projects Screen

After successfully logging into PARS 1, the Projects screen appears (Figure 17), indicating that
the account is valid and that all login steps have been followed correctly.

Figure 17 - PARS Il Project Screen

/= DOE PARS |1 - Microsoft Infernet Explorer provided by DOECOE

@E:- &) hetps dos.gov, DENEIRBIEE

i File Edit WView Favorites Tools  Help

§ S Faworites 5

EDOERERS T P i B & - Page- safet
Selected Project: 000387 - 06-D-401 - Sodium Bearing Waste Treatment (SBWT) Current Critical Decision: CD3 (BCP)
Status Date: |[EEEERKIG CPF Data As-Of Date: |EEEREREI Logout

Projects

M Find | | | | % Reports | | & sava Configuration

| To =dd & Project: Select Level 1, Select Level 2, Select Level 2, Than click the ADD button.

Sslect s Leval 1 Program Offics: Select s Lavel 2 Program Orgsnizsticn: Select = Lavel 2 Capitsl Asset Project:

B Critical Decisions
B BCPs
B Monthly Status = = = = =
B Budget/Funding
B KPPs.

PARS Project ID * DOE Project Number Project Acronym Project Name

B Project Overview

All Attachmnts
PROJECT PERFORMANCE

ALL REPORTS

HELP
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4.4 PARSII Login: Invalid Password Screen

The login error page (Figure 18) displays if the user has entered an invalid password three times.
If this is the case, PARS Il has automatically locked the account and the user should contact the
PARS Il Help Desk for assistance.

Figure 18 - PARS Il Windows Domain: Password Error Message

A You are not authorized to view this page - Microsoft Internet Explorer, provided by DOECOE

File Edit ‘ew Favorites Tools Help i
eBack - Iﬂ @ _l\J ’ ) Search ‘s‘\'( Favorites {‘3 < ~ “f _I ﬁ 3

Address |@j https:/fparsztest, dog, govfiPortfolio/Def ault, aspx V| Go Links @ -
Google |G+ vieog) B v M v ¥y Bockmarksw Ehessblocked 97 Check w - » () settings =

You are not authorized to view this page
You do not have permission to view this directory or page using the credentials
that you supplied.
Please try the following:
# Contact the Web site administrator if you believe you should be able to view

this directary or page.
» Click the Refresh button to try again with different credentials,

HTTP Error 401.1 - Unauthorized: Access is denied due to invalid credentials,
Internet Information Services (II15)

Technical Information {for support personnel)

® 5o to Microsoft Product Support Services and perform a title search for the
words HTTP and 401,

» Open IIS Help, which is accessible in 115 Manager {inetmgr), and search
far topics titled Authentication, Access Control, and About Custom
Error Messages,

&) Dore Z) @ Trusted sites
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5.0 Steps for Changing the Password

A change to an existing PARS 1l password can be made by clicking the Change PARS 11
Password link, located on the PARS Il Welcome Page. PARS Il then displays the following
three screens in succession:

1. Security Notice screen (Figure 19);
2. Rules of Behavior screen (Figure 20); and
3. Change Password screen (Figure 21).

The PARS 11 Security Notice screen (Fig 19) is the first screen to appear. The requestor must
read the terms posted on the notice and, if in agreement with these terms, press the “continue”
button at the bottom of the page. Pressing the “cancel” button re-displays the Welcome Page.

Figure 19 - PARS Il Security Notice Page

<23 Security Notice - Microsoft Internet Explorer provided by DOECOE |z||§|

File Edic Wew Favorites Tools  Help

eBack - |£] @ _-_;\_| /I__\‘ Search \it(Favorites Q:‘} [_:v :\4 ] - _J ﬁ @ ﬁ

Address |@ hktps: | iparsztest. doe. govfisadmpwd/snot. asp?act=chgpwd v| G0 Lirks @ A
Google |G+ vigoos) By v M v 9 Bockmarksy Ehessblocked PP check w4 - » () settings =

“3 7 U.S. DEPARTMENT OF

.U ENERGY

Security Notice

This web site is part of 2 Federal computer system used to accomplish Federal functions. The Department of
Energy uses software programs to monitar this web site for security purposes to ensure it remains available to all
users and to protect information in the system. By accessing this web site, you are expressly consenting to these
monitoring activities.

Unauthorized attempts to defeat or circumvent security features, to use the system for other than intended
purposes, to deny service to authorized users, to access, obtain, alter, damage, or destroy information, or otherwise
to interfere with the system or its operation is prohibited. Evidence of such acts may be disclosed to law enforcement
authorities and result in criminal prosecution under the Computer Fraud and Abuse Act of 1286 and the National
Information Infrastructure Protection Act of 1996, codified at section 1030 of Title 18 of the United States Code, or
other applicatle criminal laws.

Continue Cancel

@I Done é & Trusted sites
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5.1 Rules of Behavior Screen

The PARS 11 Rules of Behavior screen appears next in sequence (Figure 20). The terms on the
screen should be read carefully to understand what is required to change your password. Use the
vertical scroll bar to read the entire page and, when done, click the “I Accept These Rules of
Behavior” button.

Figure 20 - PARS Il Rules of Behavior Screen

<2 Expiration - Microsoft Internet Explorer, provided| by DOECOE

File Edit \Wew Favorites Tools  Help

eBack b d |ﬂ @ _;j /I__\‘ Search \5‘\? Favorites &3 [j:v :\1 ET _J ﬁ @ ‘:’3
Address |@ https: /iparsZtest, dog . gov/isadmpwdaexp. asp V| Go Links @ -
GDCJS]E |Cv | Go o@ ﬁ ~ M - ﬂ? Bookmarks @858 blacked a"?Check - iy

U.S. DEPARTMENT OF

ENERGY

PARS Il Rules of Behavior

ArCCess to the PARS I, and any associated applications, is granted to you based on certain expectations. These are:
1) Information obtained from PARS Il is to be used for official DOE business purposes only.

23 Any information obtained from PARS I, whether in the form of printed reports or electronic files, is to be protected
by wou against any purposeful or incidental distribution to anyone not authorized access to such data

3} In the event that you no longer require access to PARS I, or you leave the employment of DOE or its' authorized
contractar organizations, you will notify the PARS 1| system administration staff to terminate the userid.

43 In regards to your Password for PARS |l access, you agree to follow the following guidelines when changing your

Passwaord:
a. Password containg between 2 and 20 non-blank characters.
b. Password containg at least one number.
c. Password must start and end with a letter
d. Password must contain at least one special character and can only be either # or §.
e. Password must be changed at least every 90 days
f. Password must not be the same as any of the last 24 used.
g. Password does not contain the user ID
h. Password does not include the user's own or, to the best of his/her knowledge, close friends or relatives hd]

@ Done é @& Trusted sites
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5.2 Change Password Screen

The PARS Il Change Password screen appears in order (Figure 21). The reader is required to
develop password text that complies with the guidelines shown on the Rules of Behavior screen.
To change the password, the user must enter the following information on the screen:

e The value of your previously assigned PARS Il user name, to be placed in the User ID field;
e The value of your current PARS Il password, to be placed in the Old Password field;
e The value of the new password you are creating, to be placed in the New Password field.
Remember that passwords are case-sensitive.
Enter the new password (again), to be placed in the Confirm Password field.
e And then press the Submit button.
Please take note of the help text located in the lower left-hand corner of the screen.

<2 Expiration - Microsoft Internet Explorer, provided| by DOECOE

File Edit Wew Favorites Tools  Help

eBack M > ) |£] @ _-_;j /I__\‘ Searth \‘T;:(Favorites &} [_:v :_\; ] - _J ﬁ @ ‘3

Address |@ https: /iparsZtest, dos . gov/isadmpwdaexp. asp V| Go Links @ -
Gcmgle |Cv | GO o@ 9 - M- ﬂ? Bookmarks = @858 blocked a.?check - iy - » @Settingsv

. U.S. DEPARTMENT OF

'ENERGY

Change Password:

UserID: |:|

Old Password: |:|
New Password: |:|
Confirm Password: |:|

PARS Il Password Guidelines:

Password contains between 9 and 20 non-blank characters.

Password contains at least one number.

Password must start and end with a |etter.

Passward must contain at least one special character and can only be either # or §

Password must be changed at [east every 90 days.

Password must not be the same as any of the last 24 used

Password does not contain the user 1D,

Password does not include the user's own or, to the hest of hissher knowledge, close friends or relatives

@Done é @& Trusted sites
Figure 21 - PARS Il Domain: Change Password Screen

So oo

=
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5.3 Change Password Error Message

If the password entered does not meet the criteria described in the Rules of Behavior, PARS 11
displays an error message on the screen (see red text at top of Figure 22).

Figure 22 - PARS Il Change Password — Operation Failed Message

2 Expiration - Microsoft Internet Explorer provided by DOECOE

File Edit Wew Favorites Tools  Help

@Back b J @ @ \:_;j psaarch \‘?:\? Favorites &3 B}j{v :\—!, ] - J ﬂ @ .'3
Address @ https: /iparsZtest, dos . gov/isadmpwdaexp. asp V| Go Links @ -
Goc)gle G~ v Go 45D 9 v M v 9% Bookmarksw @858 blocked %Check - Oy - B2 ©Settin95'

U.S. DEPARTMENT OF

7 ENERGY

Error: The new password does not meet the complexity requirements. Please consult
the PARS Il Password Guidelines below.

Change Password:

User ID: |:|

Old Password: |:|
New Password: I:I
confirm Password:| |

PARS Il Password Guidelines:

a. Password containg between 2 and 20 non-blank characters.

b, Password containg at least one number.

C. Password must start and end with a letter.

d. Password must contain at least one special character and can only be either # or §.

e. Password must be changed at least every 90 days

f. Password must not be the same as any of the last 24 used.

g. Password does not contain the user ID v
@ Done é @& Trusted sites
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5.4 Change Password — Success Message

Success in changing the password results in a message at the top of the screen that displays
“Password Successfully Changed” (see red text near the top of Figure 23).

The Userid is captured in the User name/Password screen. Please enter the new password at this
screen and click OK. Then click on the Login prompt as shown in Figure 24.

Figure 23 - PARS Il Change Password: Success Message

e hange Password - Microsoft Internet Explorer provided by DOECOE

G\;’/‘ © | @] https pore dos.govisadnp oo oo I 8 ](2][#r])[x] [8 e seorch |28

File Edit Wiew Favorites  Tools  Help
S Favorites | o

| {& Change Password

| [l [ @ v Page - Safety - Tods - @@~ =

U.3. DEPARTMENT OF

” ENERGY

- [O]X]
s —

) = [B hupsiioarsz doe.gouiprograniutiogo.t.asox ] & ][4 [] 8 e s I[2]-]
File Edit View Favorites Tdg "

7 Favorites | s

|Ohttps:fjparsZ.dne‘qnvt\quram

G - [ dwh v Page~ Safety~ Tooks~ @@+

The server pars2.doe.gov at pars2 requires a username and
password,

User name:  adamistz b

(WK | Unknown Zone dn - Hio00w -
Done prai) o Trusted skes A H100% o~

“" @€ . @ mhox- ... # BMCRe... i 3. | [ microsof.. | Thparsi.. | TYPARSDo.. | /O Change.. /7 hips:f.. @ ® 5o &Y, L R ¥ 10:09 am
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To access PARS Il click on Login.

Figure 24 - PARS Il Login

ﬂ: Change Password - Microsoft Internet Explorer provided by DOECOE - |E”X‘

G@r v [E] rttpsifjpars2 dos.govfisadmpndacha asp ] %IEHEHEI [ R Live searcn [[2]-]
File Edit View Favoritss Tools  Help

e Favortes | g

|§changepasswurd | G - [ v Page - Safcty~ Took - @

U.5. DEPARTMENT OF

” ENERGY

(= https:/pars2.doe.gov/iProgramfwflogout.aspx - Microsoft Internet Explorer provided by DOECOE
—— ———
\@ - ‘E https:/jpars2 . die, gow/iProgram/wiLogout, asp: V‘ %‘ﬁ‘ ‘ﬁ||i| ‘n'f Live Search
File Edit Wiew Favorites  Tools  Help
7 Favarites ‘ 3
|ghttps:HparsZ.dna‘quthquraminLDgDut‘aspx | | 5 - [ & - Page~ Safety+ Toos+ @+
You just logged out.
Login
/" Trusted sites fa v Ri00% -
Done

2 + Trusted sites L 100%
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Enter the Userid and new password.

Figure 25 — PARS Il Logon — User Name/Password

Connect to pars2test. doe.gov

@‘\

parsztest

User name: | L% v |

Passward: | |

Once you are logged into PARS Il with the new session, the Change Password tab should be
closed to exit the Change Password session. Exit the Change Password session by clicking on
the red X in the upper right corner of the screen.

Figure 26 — Change Password screen in background
é Change Password - Microsoft Internet Explorer provided by DOECOE
5\:_;" |g, https://pars2.doe . goviiisadmped/acha asp V| % @ | X |p Live Search

: File Edit VWiew Favoribes Tools  Help

57 Favarites Y
‘@Changepasswurd ‘ | S Eh v B[] ém - Page- Safety - Toos- @

2,75 U8 DEPARTNENT OF

RGY

Fassward successfully changed!

To exitthe change password session, please close this browser window.

{= DOE PARS Il - Microsoft Internet Explorer provided by DOECOE

5@" & https:j/parazd., V B4 | X% |p Live Search 2ol

: File Edit vView Favorites Tools Help
i}Favurites {;‘;

‘ (€ DOE PARS 1T

|_‘ : & - 8 = @ ~ Page - Safety v Tools v @v »

U.S. DEPARTMENT OF Selected Project: 000387 - 06-D-401 - Sedium Bearing Waste Treatment (SBWT) A~

RGY Status Date: [ECESRINRE CFF Dsta Asof Date: R

PARS Project ID & DOE Project Number

B Manthly Status
B Budget/Funding
B KPPs

0D
B Al Attachments 3
<

o Trusted sites dg v Hoeow -
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5.5 Changing an Expired or Reset Password

If a PARS Il Password has expired (i.e., the password has not been changed in 90 days) or has
been reset then a new password must be created using the PARS Il Change Password screen.

The red text at the top of the Rules of Behavior screen (Figure 25) displays if the user’s password
has expired of if it has been automatically reset by the application. If this message appears, the
user must go to the “PARS Il Change Password” screen and update the existing password.

Figure 257 - PARS Il Rules of Behavior Screen: Password Reset Message

2 Expiration - Microsoft Internet Explorer provided by DOECOE

File Edit Wew Favorites Tools  Help

eBack M > ) |£] @ ;j /I__\‘ Search \‘?/1:( Favorites &3 [_:v :_\; ] - _J ﬂ @ ‘:’j
Address |@ https: fipars2test, doe. gov/iPortfoliof/Default, aspx v| Go Lirks @ -
Coogle G~ viGog) B - M+ ¥% Bockmarksw Ehesablocked 5P check » oy - » () settings=

U.S. DEPARTMENT OF

ENERGY

Your password has expired or been reset! Please change your password.

PARS Il Rules of Behavior

ArCCess to the PARS I, and any associated applications, is granted to you based on certain expectations. These are:
1) Information obtained from PARS Il is to be used for official DOE business purposes only.

29 Any information obtained from PARS I, whether in the form of printed reports or electronic files, is to be protected
by you against any purposeful or incidental distribution to anyone not authorized access to such data.

3} In the event that you no longer require access to PARS I, or you leave the employment of DOE or its' authorized
contractar organizations, you will notity the PARS 1| system administration staff to terminate the userid.

43 In regards to your Password for PARS |l access, you agree to follow the following guidelines when changing your
Password:

Password contains between 9 and 20 non-blank characters.

Password contains at least one number.

Passwortd must start and end with a |etter.

Password must contain at least one special character and can only he either # or §.

Password must be changed at least every 90 days.

Password must not be the same as any of the last 24 used.

Password does not contain the user ID.

Password does not include the user's own or, to the hest of hissher knowledoe, close friends or relatives

@ Done é @& Trusted sites

To oo oo

=

June 25, 2011 (V1.5) PARS Il User Account Access Guide 22



5.6 Password About To Expire

If a PARS Il Password is about to expire within the next 14 days, the screen and accompanying
text shown in Figure 28 appears after logging into PARS Il. This screen allows the user to
indicate his/her intent to change the password now, or to change it in the future.

Clicking the Yes button displays the PARS Il Change Password screen. Clicking the No button
displays the PARS 11 Select Project screen.

Figure 268 — PARS Il Password Expiration Warning Message

/= Notification - Microsoft Internet Explorer provided by DOECOE - o] x|
m = [ etps:/jper=2ret.doe.gov  Proaram Defeul s =l & | #2 ]| ) [ Uve semren |o-

¢ Favorites {& Notification

@ EEN!"E"“"' DF

Your password will expire soon!
Do you want to change your password now?
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6.0 Email the PARS Il Help Desk

PARS Il Help Desk support personnel can be reached calling 301-903-2500 and by selecting
option 4, and then option 5. PARS Il Help Desk personnel can also be reached by sending an
email to the following address: i-Manage.eas@hg.doe.gov.

A link to the PARS Il Help Desk is also available on the PARS Il Welcome Page - PARS Il User
Account Request and can be accessed by clicking on Email PARS 11 Support link. Clicking on
this link invokes the workstation’s email program (e.g. Microsoft Outlook, Figure 27) and places
the PARS Il Help Desk address in the Send To section of the message. To ask a question or
report a problem via email, enter text into the body of the email message and then send the
message.

Figure 279 — Send Electronic Mail to the PARS Il Help Desk

On) =]
-
— Message Insert Options Format Text Developer ¢
B, G RAEEE M@ (D m () Y et
Paste : ~ B I Ul \ = = =||:E iE|| Address Check || Attach Attach Business Calendar Signature || Follow § | Spelling
- J rormat Fainte = . . EBook Mames File Item Card~ = Up~ =
Clipboard F} Basic Text Mames Include Options ™= || Proofing M

Sﬁ I-Manage.eas @hg.doe.gov

Subject: | PARS I Help Desk

» 0
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