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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:

RECORDS HANDLING SYSTEM:
FERNALD HISTORICAL RECORDS SYSTEM

PIA Template Version - May, 2009

Department of Energy

Privacy Impact Assessment (PIA)

Guidance is provided in the template. See DOE Order 206.1, Department ofEnergy Privacy Program,
Appendix A, Privacy Impact Assessments, for requirements and additional guidance for conducting a

PIA: http://www.directives.doe.gov/pdfs/doe/doetextlneword/206/02061.pdf

Please complete electronically: no hand-written slibmisslons will be accepted.

This template may not be modified.

MODULE 1- PRIVACY NEEDS ASSESSMENT

Date

Departmental
Element & SIte·

June 4, 2009

Office of Legacy Management, Morgantown, WV

Name of Information
System or IT Project LM Records Handling System (LMRHS01) - Fernald Historical Records System

exhIbit Project UIO 019-10-01-31-02-1014-00

NewPIA D
Update W Fernald Historical Records System

N T'tl Contact Information
arne, I e Ph E'Ione, mal

System Owner

Local Privacy Act
Officer

Jl I{ I \ .\ (. )
1) I 4'1.1,' ,I

Deborah Haddix
IT Specialist

John Montgomery
Federal Program Cyber Security Manager

3600 Collins Ferry Road
Morgantown. WV 26505
(304) 285-4849
Deborah.Haddix@lm.doe.gov

3600 Collins Ferry Road
Morgantown, WV 26505
(304) 285-4520
John.Montgomerv@lm.doe.gov
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RECORDS HANDLING SYSTEM:
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3596 Collins Ferry Road
Morgantown, WV 26505
(304) 225 8358
Leonard.Turton@lm.doe.gov

3596 Collins Ferry Road
Morgantown, WV 26505
(304) 225-8347
Michael.Bulebush@lm.doe.gov

o Biometric Information e.g. finger print. retinal scan

o Mother's Maiden Name

[gJ Medical &Health Information e.g. blood test results

o Financial Information e.g. credit card number

Len Turton
Solutions Architecture Manager

Michael Bulebush
Information System Security Officer

/;'~',::;,I;I ;1 The system stores and provides access to historically relevant documents including
_-';;--;-;',;1 tiff images gathered during litigation document discovery activities 1986-1993. This

system has about 51 Gigabytes of associated TIFF and PDF scanned images with
associated Sal Server 2005 database for Index. This system provides finding aids,
allowing LM to achieve its goal to preserve, protect, and make accessible legacy
records and information. The information is frequently accessed to respond to current
and former DOE and DOE contractor employees or their families in connection with
the filing of compensation claims (e.g., EEOICPA and FOIA) for conditions possibly
relating to exposures during employment.

:"'~':::::;';"'~/::::::I 0 Employment Information

I) 1\ I \ .. \ (. y
II. Ill ...... ' \I
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:

RECORDS HANDLING SYSTEM:
FERNALD HISTORICAL RECORDS SYSTEM

PIA Template Version - May, 2009

MODULE 1- PRIVACY NEEDS ASSESSMENT
,~" ~ ~~~ ~~~.~.. -: : : : :::..... . : :.: .. : .

Has :thei'ebeen any atteinptto vei'lfyPU clcie$ 'Dot exist on the
system?

DOE'Oi'der 206.1. De'j:Jilftment,ofEnetgy PrivacyProgram. defines PI' as
any informatlon,coltactedormaintained by the Dapadmant about an individual.
inc/udlngbut not limited'to, ,educatioil. fiilanCialtianssetfons,n'Jadlcal history
and,criminal oremploymanthlstory, and information that (;Sn 'be used to
distinguish or trace an'indlvldual's Identity,suCh ashiSlheriJsme, Social
Secutttynumber, date andplsCflofbirth, inothers maidan name, 'biometric
data, and'lnc/udlng aiJyotlierparsonal informliltionthatis linked or linkable to a
spsclflc individual.

If "Yes," what method was used! to verify tfi8 systeitl did 'not
contalnPII:? (e.g~ system scan)

Threshold Questions

1. Does system,conlaln,(cOllect,and/Qr malntilln)~or'planto
contain any Information about Individuals?

2. Is ,the 'Informatlon>ln' Identlfiablefotm?

3. Is the ,Information about Individual Members ofthe Public?

4. Is the 'nfonnafioil about DOe or contractor employees?

YES

Some systems employ software
tools to scan content (information or
data) to search for types of data
such as Social Security numbers.

Used the database full-text
searching function looking for key
words.

YES

YES

YES

(If "Yes," place an X in the box at
the top of first page.)

Member of the Public refers to
individuals in a non-employee or
DOE contractor context. Members
of the Public includes individuals for
whom DOE maintains information,
as required by law, who were
previously employed or contracted
by DOE

YES

[8J Federal Employees

[8J Contractor Employees

If the al1swer to ~ four (4) Threshold Questions IS "No," you may proceed to the signature page of

I' I{ I \' 1\ ( . )
II I~ l I • I H , \L
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:

FERNALD HISTORICAL RECORDS SYSTEM
PIA Template Version - May, 2009

• 10 CFR 1004, Freedom of Information, Department of Energy
Guidance

• 10 CFR 1008, Records Maintained on Individuals (Privacy Act),
DOE Guidance

• 20 CFR 30, Claims for Compensation Under the Energy
Employee's Occupational Illness Compensation Program Act

36 CFR, Chapter 12, Subchapter B, Records Management

DOE Order 243.1, Records Management Program

NARA Guidance on Managing Web Records, January 2005

NARA Records Management Guidance for Agencies Implementing
Electronic Signature Technologies, October 2000

N/A. The system contains static information that had been collected
from other systems.
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:

FERNALD HISTORICAL RECORDS SYSTEM
PIA Template Version - May, 2009

Contractors are involved in the operation and maintenance of the
system. Personal information from this system may be disclosed to
these contractors and their officers and employees in performance of
their contracts. Individuals provided information under this routine use
are subject to the same limitations applicable to DOE officers and
employees under the Privacy Act. 5 U.S.C. 552a.

Pertinent contract language states that data covered by the Privacy
Act may be disclosed to contractors and their officers and employees.
Any information that is obtained or viewed shall be on a need-to-know
basis. Contractors are required to safeguard all information that they
may obtain in accordance with the provisions of the Privacy Act and
the requirements of the DOE. The contractor shall ensure that all DOE
documents and software processed, and the information contained
therein, are protected from unauthorized use and mishandling by
assigned personnel.

The impact to privacy is negligible as the FHRS information is
accessed by Privacy Act trained. DOE LM personnel responding to
current and former DOE federal and contractor employees or their
families in connection with the filing of compensation claims (e.g., PA,
EEOICPA, FOIA) for conditions possibly relating to exposures during
em 10 ment. All transmitted information is AES-enc ted for securi .

:::.:.:.::::.::..::.::.::.:::.::. Data is retrieved using the key words provided as part of the FOIA
::.......:".......::::::::.::.. ::..:::: .1 request. This can be a wide range.
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:

FERNALD HISTORICAL RECORDS SYSTEM
PIA Template Version - May, 2009

MODULE 11- PII SYSTEMS & PROJECTS

• DOE-5. Personnel Records of Former Contractor Employees

• DOE- 10, Energy Employees Occupational Illness Compensation
Program Act

Has aPtlva¢yAct System of
Records 'taotlce '($ORNl'been
publlsh.d' ,In,:tlie '(:;edaml
Reglstei'?

If IIYe" it :pl'Ovldename of
$(j~Niand':Iocatloti 'in ,the
't=8detat'Ret/ls,.,..

7. SOANs

If the Information system Is
being 'modified. will the
SORN(s),r«tqulre amendment
orrevls~on? '

DATA SOURCES
, ..,. '.: ~ ;:.::'..- ~: ~. ;'. : .

8. What are the sources 'of
ll1fOtmiitlorNibolitlndivlduals
,In the ilnfOrmiitlot., BYSlemOr
project?

9.,wllllhe,lnformatIonsystem
derive ,new!c.rmetadata
about,an:lndlvidual ,frQm;the
Infonnatloll :coU.'ded?

10. AI'8 the, datil ,elements
descrlbfKJ'iI detail and
dO,CUm8i1t4td?

DATA USE

I) I{ I \. 1\ c: y
II ~ l't. It \ \1

• DOE-35. Personnel Radiation Exposure Records

• DOE-41. Legal Files (Claims. Litigation, Criminal Violations,
Patents, and Others)

• DOE-52. Access Control Records of International Visits.
Assignments. and Employment at DOE Facilities and Contractor
Sites

• DOE-55, Freedom of Information and Privacy Act (FOIAlPA)
Requests for Records

• DOE-72, The DOE Radiation Study Registry

N/A. The systems are not being modified.

The categories of individuals include potential current and former DOE
employees. and current and former DOE contractor and subcontractor
employees. It also includes current and former vendors who sold
goods and services to support services contractors.

The data collected is relevant and necessary for LM to perform its
LTS&M Records Management services. to support the
implementation and operation the Federal compensation program
established by the FOIA.

Data elements are described in the data dictionaries and user guides
of the system components.
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:

FERNALD HISTORICAL RECORDS SYSTEM
PIA Template Version - May, 2009

The information is frequently accessed to respond to current and
..:: :..: :..: : , former DOE and DOE contractor employees or their families in

connection with the filing of compensation claims (e.g., EEOICPA and
FOIA) for conditions possibly relating to exposures during
employment.

The data collected is relevant and necessary for LM to perform its
LTS&M Records Management services, to support the
implementation and operation the Federal compensation program

....:......:..:......:........:..:i:..::..:......:..:....:........ ::....:i..:..::....:::....::....:/::.... 1 established by the FOIA.

No other agencies or entities will share this information.

No reports are produced on individuals.

N/A. No reports are produced on individuals.

The system does not have the capability to identify, locate, and
monitor individuals.

None.

8



. , '

•
PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
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MODULE 11- PII SYSTEMS & PROJECTS

19~A';~h~J~'I~PI.rti.ht~d,to
prevenful1autftotlzed
monltotll1g'oflfidiVidual$?

... - - - ----_.---..:."--',-".~.~-~-------------

N/A.

DATA MANAGEMENT & MAINTENANCE
I

20. How will records about
Individuals be kept current
andv.rIfled,fqt ,CCgracy,
relev"l1eeafl¢! t:qiiipleteness?
Include PlI'datil ,colleCted
ftOm sources other than 'DOE
records.

21. If the Infc:)i'inatlonisystem',ls
op.rafe~l!h\,n,.ore,thari"on.
slte"how,wlU'C-oI1$U.tentuse
of the ,InfOrmation ibe,nsured
at an sites:'!

The data was verified for accuracy and completeness at the time it
was originally created. The data was current at that time. The system
provides static historical data, and there is no requirement to update it
with current information.

The system is only operated at one site.

I
- ------------~~~-~~~~~~--~--- '-']

iRetention & lDi~position
- - - __ _ - - - - ~_ - I ~_.~__ ~ _ _ _ _

22. What are theteteiitlon
periods of data ,In the
Information syStem"?

23. What arathe pMcedui1tS for
disposition 'otthe :data atthe
end of tlje i'etefi.a0ii period?

The retention periods are in accordance with applicable NARA and
DOE record schedules.

The system and data will be destroyed when it is no longer needed
and in accordance with applicable NARA and DOE record schedules.

ACCESS, SAFEGUARDS & SECURITY

24. 'What "controls8rellt 'place to
'protect the 'data:from
ullauthotized aCceSSi
modlflc;aJloil'oruse?

\' I, I \' ,\ C \"
Il II I I ~ I It '\ \,

Technical and administrative controls are in place to prevent the
misuse of data by individuals with access. The technical controls
include restricted access via user 10 and password based on user
responsibility and job function. All system team members (Federal and
contractor) are required to complete the Department of Energy
Headquarters Annual Cyber Security Refresher Briefing or LM Annual
Cyber Security Refresher Briefing as a necessary prerequisite for
access to the system. Administrative controls include non-disclosure
agreements and separation of duties so individuals only have access
to the system for specific projects.
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PRIVACY IMPACT ASSESSMENT: OFFICE OF LEGACY MANAGEMENT:
RECORDS HANDLING SYSTEM:

FERNALD HISTORICAL RECORDS SYSTEM
PIA Template Version - May, 2009

Access will be restricted by position role and responsibilities and to
site specific record libraries. Users do not have access to all site
libraries.

Access to data is restricted to LM record staff and other LM personnel.,.•.....:. ,.:.:..•::,.• ::.::..:,,
with business need for the information. Based on a specific need. the
user is assigned permissions that are applied using system access
control lists. User accounts are reviewed monthly to identify and
remove users who have left the organization or whose duties no
longer require access to the system.

No other systems share data or have access to the data in the system.

A Memorandum of Understanding and Interconnection Security
Agreement will be signed by the System Owners within 30 days of this
documentation.

System Owner: Deborah Haddix, IT Specialist
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Original Copy Signed and On File
with the DOE Privacy Office


