
Department of Energy 
National Nuclear Security Administration 

Washington, DC 20585 

September 28, 2007 
OFFICE OF THE ADMINISTRATOR 

CERTIFIED MAIL 
RETURN RECEIPT REQUESTED 

Mr. S. Robert Foley, Jr. 
Vice President - Laboratory Management 
University of California 
1 1 1 1 Franklin St. 
Oakland, CA 94607 

Subject: Final Notice of Violation 

Dear Mr. Foley: 

Pursuant to section 234B of thc Atomic Energy Act of 1954, as amended, and the 
Department of Energy's regulations at 10 C.F.R. $ 5  824.4(a)(3) and 824.7(b), the National 
Nuclear Security Administration (NNSA) hereby issues the encloscd Final Notice of 
Violation (FNOV) to the University of California. The FNOV finds the university liable 
for violations of DOE requirements concerning the protection of classified matter during 
thc University of California's tenure as the management and operating contractor at Los 
Alalnos National Laboratory (LANL). The FNOV assesscs a civil penalty against the 
university of $3,000,000 for these violations. 

The findings set fort11 in the FNOV are based upon investigation of the unauthorized 
reproduction and removal of classified matter fro111 LANL discovered in October 2006; 
evaluation of the evidence in this case, which fully supports the FNOV's determi~latio~l 
that deficiencies in the security controls established and implemented by tlie uiliversity at 
LANL resulted in tlie violation of DOE classified infornlation security requirements; and 
consideration of the University of California's written submissions to DOE on April 13 
and April 30,2007, in response to DOE'S investigative report on the thumb drive security 
incident and on August 29, 2007, in response to the Preliminary Noticc of Violation that 
NNSA issued to the university 011 July 13, 2007. 

Pursuant to 10 C.F.R. fj 824.7(d)(2), the University of California must, within 30 calendar 
days of its receipt of this FNOV, submit to the Director of the Office of Enforcelllent one 
of the following: 

(a) A waiver of further proceedings; 
(b) A request for a hearing under 10 C.F.R. 5 824.8; or- 

@ Prlnled wllh say Irk on recycled papet 
















































