Chapter 1 Revision History as of 9-16-16:

Subsection Date Changed To
LSSO Badges 9-30-15 955 L’Enfant Plaza Portals III
DOE Employees 9-30-15 955 L’Enfant Plaza Portals III
Visiting HQ Facilities
U.S. Citizen Visitors 9-30-15 955 L’Enfant Plaza Portals III
Uncleared Foreign 9-30-15 955 L’Enfant Plaza Portals 111
National Visitors
Section 107 - HQ 10-01-15 Added paragraph A temporary Passage Point paper badge is
Implementation only valid on the day it is issued but may
Procedures be used to access any HQ facility. All
security inspection protocols shall be
enforced each time a facility is accessed. A
Passage Point badge holder may be asked
to provide a government issued photo
identification while using the DOE shuttle
bus or when attempting facility access
Section 107 - Pre- 1-5-16 Changed first paragraph When an HQ employee expects a visitor,
Announcements the employee can pre-announce the visit
to AU-41 by sending a visitor access
request memorandum through e-mail to
the Forrestal or Germantown Facility
Security Manager, HQ FV&A Team (see
Attachment 107-3 at the end of this
section), and AU-41 Administrative
Assistant providing the name of the
visitor, the company or agency he/she is
affiliated with, the approximate arrival
time, and the name and telephone number
of the host. The pre-announcement
expedites visitor processing, eliminating
the need for a receptionist to locate the
host before issuing a temporary security
badge, and provides the receptionist with
a phone number to notify the host of the
visitor’s arrival.
Section 107 - Group 1-5-16 Changed Attachment 107-1 Attachment 107-2
Visits
Section 107 - Group 1-5-16 Reworded column headings, removed This Section Completed by Program Office;
Meeting Information Arrival Time In column, and widened Laptop Information; Make/Model; Serial
columns Number
Section 107 - Pre- 1-5-16 Added Attachment 107-3 Attachment 107-3 - Visitor Access to
Announcements Forrestal/Germantown Building
Section 108 - 2-12-16 Changed first paragraph: HQ F 580, HQ F 580, Certificate of Property/Property
Issuance of Property Certificate of Property/Property Removal Removal Authorization (Property Pass),
Passes Authorization (Property Pass), must be must be issued by a Property Pass Signer
issued by a Property Pass Signer whenever | whenever element personnel needs to
an individual needs to remove accountable | remove accountable government property
government property from an HQ facility. from an HQ facility.
Section 108 - 2-12-16 Added paragraph DOE Field Site property passes/property
Issuance of Property removal authorizations are not recognized
Passes or accepted at DOE HQ.
Section 108 - 2-12-16 Changed paragraph: When an individual When element personnel removes
Issuance of Property removes accountable government accountable government property, he/she
Passes property, he/she must present the must present the digitally signed Property
digitally signed Property Pass to the Pass to the protective force officer posted
protective force officer posted at the exit. at the exit. The officer:
The officer:
Section 108 - 2-12-16 Changed paragraph: When an individual When element personnel removes

Removal of Employee
Owned Personal
Property

removes employee owned personal
property from a HQ facility, he/she must
follow the same rules as removing
accountable government property, with
one exception. That exception is that a

employee owned personal property from a
HQ facility, he/she must follow the same
rules as removing accountable
government property, with one exception.
That exception is that a DOE F 580.2,
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DOE F 580.2, Employee Personal Property
Removal Authorization (Property Pass), is
used to document the removal.

Employee Personal Property Removal
Authorization (Property Pass), is used to
document the removal.

Section 108 - Visitor 2-12-16 Changed paragraph: If a visitor brings a If a visitor brings a personal or
Temporary Property personal or government laptop computer government laptop computer into an HQ
Passes into an HQ building, protective force building, protective force personnel issue
personnel issue him/her a Passage Point a Passage Point temporary property pass
temporary property pass to help avoid to help avoid unnecessary delays when the
unnecessary delays when the visitor visitor departs the HQ facility.
departs the HQ facility.
Section 108 - Visitor 2-12-16 Added paragraph If an individual visitor brings in more than
Temporary Property five (5) items listed in attachment 108-1 a
Passes memorandum may be presented at the
time of entry in lieu of being issued an
individual passage point temporary
property pass for each item. The
memorandum shall be hand carried to the
reception desk by the DOE employee who
is hosting the visitor and should follow the
formatted details in attachment 108-2.
Section 108 - Visitor 2-12-16 Changed paragraph: The visitor is The visitor is responsible for maintaining
Temporary Property responsible for maintaining possession of | possession of the temporary property
Passes the temporary property pass for the pass/memorandum for the duration of
duration of his/her stay and returning the | his/her stay and returning the pass to
pass to protective force personnel upon protective force personnel upon
departure. departure.
Section 108 2-12-16 Added Attachment 108-2 See new attachment
Section 107 - Real ID 2-12-16 Added Real ID Act subsection See new section
Act
Section 104 - Medical | 6-21-16 Deleted entire original paragraph. Added new paragraph.
Implants
Section 105.1 9/16/16 Changed Limited and Exclusion Areas LAs and VTRs
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Chapter 1
Physical Security

This chapter describes the security procedures adopted by DOE HQ to implement the
requirements of the following DOE directives:

e Title 10 Code of Federal Regulations (CFR) Part 860.4
e Title 41 CFR Parts 101-19.3 and 102.74, Subpart C

e Homeland Security Presidential Directive (HSPD)-12, Policy for a Common
Identification Standard for Federal Employees and Contractors

e DOE Order 473.3, Protection Program Operations

e DOE Order 471.6, Information Security

e DOE Order 580.1, Change 1, DOE Personal Property Management Program
The objective of these directives is to protect DOE sensitive and classified information, facilities,
property, and employees from threats posed by intelligence collectors, terrorists, violent activists,

criminals, psychotics, and disgruntled employees.

e Section 101 describes the procedures for acquiring the types of security badges used to
control access to HQ facilities.

e Section 102 describes the procedures for requesting and obtaining a security credential
(security badge) in accordance with the procedures required by HSPD-12. This section
also covers Personal Identity Verification (P1V) procedures, which must be completed
prior to receiving an HSPD-12 badge.

e Section 103 describes the procedures for preventing the introduction of Prohibited
Articles into all HQ facilities.

e Section 104 discusses the procedures used to conduct inspections of personnel entering
and exiting HQ facilities.

e Section 105 describes the general access control systems in place at HQ and procedures
for gaining access to both public and secure areas within HQ.

e Section 106 discusses Security Hours, which identifies the days and times when certain
physical security measures are implemented at HQ.
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Section 107 describes the controls established for US citizens who visit HQ. See
Sections 601 and 602 for the controls established for visitors who are foreign nationals.

Section 108 describes the controls adopted for the authorized removal of accountable
government property and personally owned property from HQ facilities.

Section 109 describes the lock and key control program in place at HQ.
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Section 101
Headquarters Security Badges

The primary badge used to allow daily access to HQ facilities is the DOE security badge
prescribed by DOE Order 473.3, Protection Program Operations. This badge is the common
identification badge prescribed by HSPD-12.

NOTE: The common identification badge is known by several different names. DOE
Order 473.3, Protection Program Operations, identifies it as the “DOE Security Badge.”
Various DOE forms refer to it as the ““HSPD-12 Credential,”” and other official
documents refer to it as a “PIV Credential.”” Over time and by common usage, HQ
personnel have adopted the term “HSPD-12 badge to distinguish it from other types of
security badges issued at DOE HQ. To more clearly communicate with HQ personnel,
the term ““HSPD-12 badge”” will be used throughout the HQFMSP.

This section does not address the acquisition of HSPD-12 badges, which are discussed in
Section 102 of the HQFMSP. This section discusses more general HQ policies and procedures
for acquiring security badges, including those issued to:

Those awaiting receipt of an HSPD-12 badge

Those requiring access to an HQ facility but who do not meet the criteria for an HSPD-12
badge

Those who have forgotten their regular badge

Those awaiting replacement of a lost badge

DOE field personnel visiting HQ

Visitors who are U.S. citizens

Visitors who are foreign nationals

Those accessing Child Development Centers (CDCs)

Commuters transiting an HQ facility.

The issuance of security badges at HQ is a collaborative effort between the Office of Physical
Protection (AU-41) and the Office of HQ Personnel Security Operations (AU-43). All
documents related to requests for security badges must first be submitted to AU-43 and that
office, in turn, will forward the documentation to AU-41 for production and issuance of the

badge.

HQ Implementation Procedures
General:

Security badges in use at HQ must be displayed above the waist and with the front
(picture) side facing outward.

Security badges should be removed from view upon exiting an HQ facility.
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The badge is government issued and the recipient is responsible to safeguard it and
prevent its misuse, which includes allowing someone else to use it to enter the facility.

Security badges bear a photograph of the holder. HQ issues both HSPD-12 badges and Local
Site-Specific Only (LSSO) badges out of the Forrestal or Germantown badge offices.

Personnel receiving an HSPD-12 or LSSO security badge for the first time must complete an
Initial Security Briefing. Whenever an employee is granted a security clearance, that employee
will be issued a badge reflecting the appropriate clearance level. Those receiving a security
badge reflecting a security clearance must complete a Comprehensive Security Briefing (see
Chapter 10, Security Awareness Program) and Standard Form (SF) 312, Classified Information
Nondisclosure Agreement.

HSPD-12 Badges:

The HSPD-12 badge is accepted for access to all HQ facilities and can be encoded to operate
HQ access control and intrusion detection systems. HSPD-12 badges bear expiration dates of

5 years from their issuance. Although contractor HSPD-12 badges have expiration dates of

5 years from their issuance, they will deny access to an HQ facility once the contract is fulfilled.

See Section 102, HSPD-12 and P1V Process, of the HQFMSP for complete details on the
process for requesting HSPD-12 badges.

LSSO Badges:

LSSO badges are issued to DOE employees and contractors who are awaiting their HSPD-12
badge, lost their HSPD-12 badge, or fail to meet qualifications for issuance of an HSPD-12
badge (detailed to work at an HQ facility or other specialized need). These badges may be
issued by the Forrestal or Germantown badge offices, by building receptionists, or by specially
designated officials within each HQ facility. Both badge offices are open from 8 am to 4 pm
Monday through Friday, excluding Federal holidays. Protective force personnel provide
receptionist services at the main entrances to the Forrestal and Germantown facilities at all
times. At other facilities, receptionists or designated officials are available to issue temporary
security badges during normal working hours. Some, but not all, temporary security badges
can be encoded to operate HQ access control systems.

The following types of LSSO badges are available:

1. Non-PIV Temporary Badge (Green) — This badge is issued to those awaiting issuance of
an HSPD-12 badge and those requiring routine access to an HQ facility for six months or
less (such as interns, temporary workers, and detailees). This badge can be encoded to
operate automated access control points. The exact access points are determined by the
holder’s specific circumstances. All LSSO badges can be issued by the Forrestal and
Germantown badge offices.
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The most common use for the Green badge is to permit new employees awaiting
issuance of an HSPD-12 badge to enter HQ facilities. For these employees, the Green
badge is initially encoded to permit automated entry to HQ facilities for a period of

30 days. If the new employee completes the process for acquiring an HSPD-12 badge
within the required 30-day time period, encoding of the Green badge continues up to

six months total. If the new employee fails to complete the HSPD-12 process within the
allotted 30-day time period, the encoding ends and the employee must sign into the HQ
facility each day until the HSPD-12 processing is complete. See Section 102 of the
HQFMSP for a complete discussion of HSPD-12 security badge processing.

A Green badge can also be issued to an HQ employee who has lost or damaged his/her
HSPD-12 badge. Such Green badges are encoded to operate HQ access control systems
in the same manner as the employee’s HSPD-12 badge. When the employee receives
his/her replacement HSPD-12 badge, the Green badge must be returned to the servicing
badge office.

. OGA/IPA Badge - Intergovernmental Personnel Act (IPA) personnel or Other
Government Agency (OGA) detailees who may be assigned to HQ for a period of more
than 1 year will have their badge encoded to the length of their detail up to 2 years. If the
badge cannot be encoded the individual will be issued an HQ LSSO badge with an
expiration date consistent with the duration of the assignment, not to exceed 2 years.

All IPAs and OGA detailees require the submission of a DOE Form (F) 473.2, Security
Badge Request, from the HQ Security Officer (HSO) of the sponsoring element.

DOE F 473.2 is the official request to process the badge application. General
instructions for completing this form are presented in Attachment 101-1 at the end of
this section.

All DOE Fs 473.2 are submitted to AU-43 for processing. In addition, other documents
may be required to be attached to that form. These documents are:

e Requests for badges for IPA employees must be accompanied by a
memorandum from the sponsoring Head of Element or the employee’s
servicing HSO or a copy of the IPA agreement specifying the dates of the
assignments.

e Requests for badges for OGA detailees must be accompanied by a
memorandum from the sponsoring Head of Element or the detailee’s
servicing HSO or a copy of the OGA agreement specifying the dates of the
assignments.

e Requests for badges for other special cases, such as interns, temporary
workers, and detailees from other DOE sites, must be accompanied by a
memorandum from the sponsoring Head of Element or the employee’s
servicing HSO specifying the reason for requesting the DOE badge and the
dates it is needed.
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NOTE: If the DOE F 473.2 is submitted in association with a security
clearance application, see Section 301, Acquiring New Q or L Security
Clearances.

3. Forrestal Transit Badge — Non-DOE employees who are members of a van/carpool and
park in the garage at the Forrestal building are eligible for a Forrestal Transit Badge. The
badge allows the holder access (Monday through Friday only) to the garage through
either the 12™" Street entrance or the 9™ Street entrance and entry/exit through the main
lobby turnstiles. Badges expire according to the date authorized by the parking garage.

To acquire a Forrestal Transit Badge, the DOE employee sponsoring the individual who
requires the badge must obtain a “DOE Transit Badge Form” from the Forrestal Badge
Office or the Parking Office in Room GE-140, complete it, and hand-carry it to the
Parking Office to be approved. The approved form must then be taken to the Forrestal
Badge Office, where it is checked for the proper signatures. There must be two
signatures on the form, the sponsor’s and an authorized parking official. When approval
is obtained, badge office personnel contacts the sponsor and requests personal escort of
the individual to the Forrestal Badge Office to present a government issued picture 1D
(e.g., driver’s license), have his/her photo taken, and receive the transit badge.

HQ employees who are foreign nationals are not authorized to sponsor a Forrestal Transit
Badge.

Foreign nationals are issued transit badges only if they are in the Foreign Access Central
Tracking System (FACTS).

4. Germantown Transit Badge — Non-DOE employees who transport DOE employees to
and from the Germantown Facility are eligible for a Germantown Transit Badge. The
badge allows the holder to enter and/or depart the facility immediately after bringing in or
picking up the DOE employee. If the sponsor of the badge is a Federal employee, the
badges are issued for 2 years and must then be renewed. If the sponsor of the badge is a
contractor employee, the badges are issued for 1 year. These badges are not encoded to
operate HQ access control systems.

To acquire a Germantown Transit Badge, the DOE employee sponsoring the individual
who requires the badge must obtain a “DOE Transit Badge Form” from the Germantown
Badge Office, complete it, and return it to the Badge Office. The Badge Office forwards
it to the Germantown Facility Operations Manager for approval. After approval is
obtained, a badge office staff member contacts the sponsor and requests personal escort
of the individual to the Germantown Badge Office to present a government-issued picture
ID (e.g., driver’s license), have his/her photo taken, and receive the transit badge.

HQ employees who are foreign nationals are not authorized to sponsor a Germantown
Transit Badge.
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Foreign nationals are not issued transit badges.

5. Forrestal and Germantown CDC Badges — Members of the public with a child enrolled at
the Forrestal or Germantown CDC are authorized to request a “CDC ONLY” badge to
deliver and pick up their child. These badges must be renewed annually. They are
encoded to operate access control systems at either the Germantown or Forrestal CDC
but not other HQ facilities. Procedures for the issuance of these badges are unique to the
CDCs and AU-41. The CDC will inform parents of the actions required. Foreign
nationals at Germantown must be in FACTS.

Forgotten DOE Security Badges:

Any DOE Federal or contractor permanent party employee who has been issued an HSPD-12 or
LSSO security badge and does not have it in his/her possession must process through the
receptionist desk in the Forrestal, Portals 111, or Germantown main lobby. The employee will be
issued a temporary Passage Point paper badge and must submit to inspection prior to entry.

Replacement of DOE Security Badges:

HSPD-12 and LSSO security badges may need to be replaced or reissued because of wear
or damage, or if the individual’s physical characteristics have changed, such as the growth
or removal of a beard or long hair that is cut short. Protective force officers may also direct
individuals to replace their badges when they detect wear, damage, or changes in physical
appearance. When the need arises, the individual should contact the Forrestal or
Germantown badge office for assistance in obtaining a new badge.

Reporting Lost or Stolen DOE Security Badges:

Individuals whose HSPD-12 or LSSO badge has been lost, misplaced, or stolen must
immediately notify their servicing badge office. The badge office requires the badge holder to
complete an HQ F 473.1, Lost or Stolen Badge Replacement, which can be found here: Lost or
Stolen Badge Replacement Form. Attachment 101-2 at the end of this section provides
instructions for completing this form. The HQ F 473.1 must be completed by the individual,
signed by the individual's supervisor, and submitted electronically to the badge office.
Replacement of lost or missing badges normally takes at least 5 working days.

Termination of DOE Security Badges:

HSPD-12 and LSSO security badges are automatically terminated on the expiration date
reflected on the badge. If the badge is still needed, the badge is renewed with a new
expiration date.

A badge must be returned to DOE control for termination or revision whenever:

e The badge holder terminates employment.
e The badge holder no longer requires access to an HQ facility.
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e A contractor employee becomes the employee of a different contractor.

e The badge holder is on a leave of absence, extended leave, or in another leave status
for more than 90 days that does not involve official U.S. government business.

e The requirement for access is negated for any other reason.

The return of DOE security badges is also covered in Chapter 15, Outprocessing, of the

HQFMSP. Chapter 15 contains detailed instructions on the collection and return of
permanent security badges, termination of security clearances, etc.

Badge Office Locations and Operating Hours
There are two badge offices at HQ. The Forrestal Badge Office is located in Room 1E-090 and

the Germantown Badge Office is located in Room B-106. Both badge offices are open from
8 am to 4 pm, Monday through Friday, excluding Federal holidays.

Points of Contact

For the names and contact information for those occupying the AU-41 positions identified in this
chapter, call (202) 586-8075.

For the names and contact information for those occupying the AU-43 positions identified in this
chapter, call (301) 903-7189 or (301) 903-2644.

Forms/Samples/Graphics

DOE F 473.2, Security Badge Request (go to Security Badge Request Form for a copy of this
form)

General Instructions for Completing DOE F 473.2, Security Badge Request (see Attachment
101-1)

HQ F 473.1, Lost or Stolen Badge Replacement (go to Lost of Stolen Badge Replacement for a
copy of this form)

General Instructions for Completing HQ F 473.1, Lost or Stolen Badge Replacement (see
Attachment 101-2)
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ATTACHMENT 101-1
General Instructions for Completing DOE F 473.2, Security Badge Request

Following are the instructions for completing the DOE F 473.2. The form can be found at DOE F
473.2 Form.

a. Block A, From: Enter the name and signature of the Federal employee who is sponsoring
the applicant for an HQ security badge. By signing this form, the sponsor certifies that
the applicant needs to access an HQ facility for a period of at least six months. Do not
use this form if the applicant needs access less than six months. The applicant can still be
issued an LSSO badge to allow unescorted entry to an HQ facility as the need arises.

b. Block B, Title: Enter the title and two-letter routing symbol (SC, NA, AU, etc.) of the
Federal employee sponsoring the applicant for an HQ security badge.

c. Block C, Telephone Number: Enter the office telephone number of the Federal employee
sponsoring the applicant for an HQ security badge.

d. Block D, Name of Applicant: Enter the last, first, and middle name of the applicant. It is
important to list the applicant’s full, legal name and not nicknames, initials, or any other
name. The badge may be encoded to operate HQ access control systems. However,
these systems do not operate properly unless the applicant’s name is clearly recognizable
and retrievable by the system.

e. Block E, Social Security Number: Enter the applicant’s nine digit Social Security
Number. This number is needed to positively identify the applicant and distinguish
him/her from others with the same name.

f. Block F, Applicant’s Employers Name: If a contractor, enter the name of the employing
company. If an IPA, OGA detailee, or consultant, enter N/A.

g. Block G, Employer Address: If a contractor, enter the address of the employing
company. If an IPA, OGA detailee, or consultant, enter N/A.

h. Block H, Employer Telephone Number: If a contractor, enter the telephone number for
the employing company. If an IPA, OGA detailee, or consultant, enter N/A.

i. Block I, Prime Contractor Name: List the name of the prime contractor responsible for
the contract the applicant is supporting. If an IPA, OGA detailee, or consultant, enter
N/A.

J. Block J, Date: Enter the date the request is being made.

k. Block K, U.S. Citizen: Check the appropriate block. Note that applicants who are not
US citizens must be processed as foreign national assignees in accordance with
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Section 602, Unclassified Foreign Visits and Assignments, of the HQFMSP. There are
extensive security requirements for foreign national assignees that must be satisfied
before a security badge is issued.

Block L, Request Applicant be Issued: Check the appropriate blocks.

. Block M, Badge At: Check the appropriate block. If a contractor, also enter the
contract number and contract expiration date. Use of the full term contract ending date
on HQ contractor/ subcontractor badges is permitted. Verification of this ending date is
by the Contracting Officer’s Representative (COR) with his/her signature in Section N
of the form. If there is no indication of an ending date, the badge is issued with the
expiration date as shown in the Procurement and Assistance Data System (PADS).

For IPAs, enter the expiration date of the IPA Agreement and attach a copy of the IPA
Agreement page that contains this date. For OGAs enter the expiration date of the OGA
assignment and attach a memorandum.

Block N, Employer Certification: An official of the employing contractor must print and
sign their name certifying that the applicant requires access to an HQ facility for a period
of at least six months; that pre-employment checks were conducted in accordance with
company policy; that the checks were favorable; and the individual was found to be
suitable for employment. The contractor official then forwards the DOE F 473.2 to the
COR.

The COR reviews the information on the form to ensure it is completed properly and that
specific contract-related information, such as the contract number and contract
expiration date, is accurate. After concluding this review, the COR completes the “COR
Concurrence” portion of Section N and forwards the DOE F 473.2 to the cognizant

HSO.

After verifying that the individual requires access, the HSO, or a Federal employee
identified in writing to AU-41, signs the “Security Official Concurrence” portion of
Section N and forwards the DOE F 473.2 to AU-43 for action.
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ATTACHMENT 101-2

General Instructions for Completing HQ F 473.1, Lost or Stolen Badge Replacement

Obtain a copy of HQ F 473.1 at HQ F 473.1 Form and complete it as follows:

1.

Name (Last, First, Middle) — Enter your name exactly as it appears on your badge. Do
not use nicknames, abbreviations, or names you commonly use.

Telephone Number — Enter your work telephone number, including area code.
Today’s Date — Enter the date you are completing the request.
Organization — Name and routing symbol of HQ Program Element.

Federal Manager or Supervisor’s Name — If you are a Federal employee, enter your
supervisor’s name. If you are a contractor, enter the name of the Federal employee
directing your work.

Type of Badge — If the badge to be replaced is an HSPD-12 credential, check HSPD-12;
otherwise, check Local.

Reason for the Request — Check whether the badge was lost or stolen.

Explanation — Provide details about losing the badge and efforts to recover it. If the
badge was stolen and a police report was filed, include the name of the law enforcement
agency that took the report. Include information on where the badge may have been lost,
when it was last seen, where it may have been lost, what steps have been taken to recover
the badge, etc. Simply saying that you lost your badge and need a new one is
unacceptable.

Employee’s signature — Digitally sign the form, save the form, and e-mail it to the person
listed in block 4.

10. Supervisor’s signature — The supervisor should digitally sign the form, save the form,

and e-mail it to the badge office (BadgeOffice@hq.doe.gov).

Once the badge office receives the completed form it is reviewed for completeness. The
individual receives an e-mail from a member of the badge office staff when the replacement
badge is ready for issue. In the meantime, the individual must obtain a temporary badge from
the receptionist each day to gain access to the building.
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Section 102
HSPD-12 Badges and the
PIV Process

On August 27, 2004, President George W. Bush issued HSPD-12, Policy for a Common
Identification Standard for Federal Employees and Contractors. HSPD-12 states that it is the
“policy of the United States to enhance security, increase government efficiency, reduce identity
fraud, and protect personal privacy by establishing a mandatory, government-wide standard for
secure and reliable forms of identification issued by the Federal government to its employees
and contractors (including contractor employees).” In essence, HSPD-12 requires that all
Executive branch agencies, including DOE, issue their Federal and contractor employees a
common, secure, and reliable identification badge that can be used to grant access to Federally-
controlled facilities. The identification badge also permits employees to access Federally-
controlled information systems.

NOTE: The common identification badge is known by several different names. DOE
Manual 473.3, Protection Program Operations, Attachment 2, identifies it as the “DOE
Security Badge.”” Various DOE forms refer to it as the “HSPD-12 Credential,”” and
other official documents refer to it as a “PI1V Credential.”” Over time and by common
usage, HQ personnel have adopted the term ““HSPD-12 badge to distinguish it from
other types of security badges issued at DOE HQ. To more clearly communicate with
HQ personnel, the term “HSPD-12 badge’” will be used throughout the HQFMSP.

In order to qualify for an HSPD-12 badge, the applicant must undergo a process known as P1V,
which involves both verification of the applicant’s identity and a form of background
investigation to ensure that the applicant is eligible for an HSPD-12 badge. The applicant’s
identity is verified by submission of two official identification documents.® If the applicant
does not provide two acceptable identification documents, an HSPD-12 badge cannot be issued.

HQ Implementation Procedures

Requesting an HSPD-12 Badge:

Processing individuals for an HSPD-12 badge involves the following steps:

1. Sponsorship — Every new HQ Federal or contractor employee requiring access to an
HQ facility for six consecutive months or more must have an HSPD-12 badge. The HQ

1 Acceptable identification documents consist of two categories. Primary forms of identification include an unexpired

U.S. passport, driver’s license, state-issued ID card with photograph, military identification, military dependent identification, or
Department of Defense Common Access Card. Secondary forms of identification can be an additional primary form of
identification or a secondary form of identification, such as an unexpired U.S. Social Security card; birth certificate (original or
certified copy); identification card issued by a Federal, state, or local government agency; school identification card with
photograph; voter’s registration card; certificate of U.S. citizenship; Certificate of Naturalization; or other documents listed at
HSPD12 Documents.

102-1



element where the employee will work is responsible for sponsoring the employee for
the HSPD-12 badge. The sponsor must be a Federal employee. For newly hired Federal
employees, the sponsor is designated by the office that provides Human Resource (HR)
services to the HQ element. In most cases, this is the Office of Human Capital (HC). For
newly hired contractor employees, the sponsor is a COR within the HQ element or a
Federal employee delegated the authority to act on behalf of the COR.

The newly hired employee is provided two forms to complete:
e DOE F 206.4, Information Sheet for Sponsorship of HSPD-12 Credential, and

e Optional Form (OF) 306, Declaration for Federal Employment. (Although this
form appears to be for Federal employees, contractor employees must complete
questions 1, 2, 8-13, 16, and 17a.)

DOE F 206.4 and OF 306 are provided to the employee/applicant either by the HQ
element’s HR sponsor or by the HSO. The applicant completes and returns both forms
as instructed by the HSO or HR sponsor. The HSO or an elemental representative must
supplement the information provided by the applicant on the DOE F 206.4, providing
position-specific information in boxes 10 through 17.

The completed DOE F 206.4 (or a copy) is sent by the element’s HSO to the HQ
element-designated USAccess sponsor, who uses it to enter data about the applicant into
USAccess, a database maintained by the General Services Administration.

Enrollment — After the sponsor enters the employee’s information into USAccess, that
system automatically contacts the applicant via e-mail with instructions for making an
appointment to enroll at a USAccess Credentialing Center. More than 300 USAccess
Credentialing Centers across the U.S. are available for enrollment and other HSPD-12
badge-related actions. The Forrestal and Germantown badge offices maintain
credentialing centers, conveniently located for most HQ employees and contractors.

The applicant must report to the USAccess Credentialing Center of his/her choice at the
scheduled time. The applicant must present two identity verification documents: one
primary document and one secondary document (which can be another primary document
— see footnote on previous page).

At the USAccess Credentialing Center, operators review and record the applicant’s two
identification documents, and take the applicant’s fingerprints and a photograph of the
applicant.

. Submission of HSPD-12 Badge Documentation — After the applicant is sponsored in
USAccess, the HR sponsor or HSO forwards a copy of the form, either by fax or via
e-mail encrypted to protect Personally Identifiable Information (Pl1I), to the PIV team
(PIV@hg.doe.gov or 301-903-0265) within AU-43. The OF-306 should be transmitted
with the applicant’s resume (required for Federal applicants only). The original OF-306
for Federal employees is maintained in the Official Personnel Folder (OPF); originals

102-2


mailto:PIV@hq.doe.gov

need not be mailed. All documents should be handled in accordance with DOE directives
on Official Use Only (OUQO) documents and the Privacy Act.

For contractors seeking a “Building Access Only” (BAO) HSPD-12 badge, a

DOE F 473.2, Security Badge Request, must be prepared by the contractor’s Facility
Security Officer or servicing HSO and delivered to AU-43 in person or via the PIV
mailbox (P1V@hg.doe.gov).

Federal and contractor employees applying for a security clearance and the associated
HSPD-12 badge must provide additional documents (see Section 301, Acquiring New
Security Clearances).

HQ PIV Team Review — The HQ PIV Team reviews the applicant’s documentation
and USAccess records and searches for proof of a prior, favorably adjudicated
background investigation. If the applicant possesses a documented background
investigation, such as one conducted for a current or prior security clearance, the
HSPD-12 badge can be approved for issuance without further documentation.

NOTE: The HQ PIV Team is authorized to refrain from taking action on
HSPD-12 badge requests for persons currently awaiting a hearing or trial;
convicted of a crime punishable by imprisonment of 6 months or longer; or
awaiting or serving a form of pre-prosecution probation, suspended or deferred
sentencing, probation, or parole in conjunction with an arrest or criminal charges
against the individual for a crime that is punishable by imprisonment of 6 months or
longer. In such cases, the applicant may be denied physical access to DOE
facilities as a visitor, depending on the severity of the related charges. The
Office of HQ Security Operations (AU-40) makes such access decisions on a
case-by-case basis.

If the PIV Team identifies no prior background investigation for the applicant, a PIV
Team analyst requests the sponsoring element’s HSO or HR sponsor to initiate the
applicant into the Electronic Questionnaires for Investigations Processing (e-QIP)
system to complete an SF-85, Questionnaire for Non-Sensitive Positions (or the SF-86,
Questionnaire for Sensitive Positions for applicants seeking a security clearance). The
e-QIP initiator is responsible for sending the applicant instructions on how to access the
e-QIP system.

e-QIP Processing — See Section 304, e-QIP, in the HQFMSP for instructions on how to
complete e-QIP processing.

. Approval and Activation of HSPD-12 Badge — When the applicant completes the
appropriate form in e-QIP, the Office of Personnel Management (OPM) conducts a
background investigation and sends a report to DOE. For Federal new-hires who do not
require a security clearance, the servicing HR office adjudicates the report for suitability.
AU-43 adjudicates the report for Federal and contractor security clearance candidates to
determine whether the applicant qualifies for a clearance and an HSPD-12 badge.
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AU-43 also adjudicates the reports for uncleared contractors to determine whether they
qualify for an HSPD-12 badge. The adjudication decision is recorded in USAccess and,
if approved, an HSPD-12 badge is generated. The badge is sent to the Credentialing
Center designated by the sponsor. An e-mail is sent to notify the applicant of the
delivery.

The HSPD-12 badge must be activated at a USAccess Credentialing Center. Since part
of the activation process prepares the badge for use in the unique HQ access control
system, HSPD-12 badges do not operate properly unless registered at an HQ
Credentialing Center, either at the Forrestal or Germantown badge office.

HSPD-12 Badge Renewal Process:

HSPD-12 badges automatically expire after 5 years. The expiration date is printed at the
approximate midpoint along the right side of the face of the badge.

The renewal process begins without any action on the part of the individual badge holder. When
the renewal process begins, the individual is sent a notification e-mail from USAccess, purely for
information purposes. See the Certificate Renewal section, below, for information on e-mails
generated by USAccess that advise individuals to update the certificates associated with their
HSPD-12 badges.

In most cases, the individual receives a second e-mail from USAccess within two weeks
informing him/her that the new badge has arrived and is available at either the Forrestal or
Germantown badge office. If the individual does not receive this second e-mail within two
weeks, he/she should ask the personnel in the element assigned to handle HSPD-12 badge
renewals to check on the renewal status of the badge.

This second e-mail contains instructions on how to schedule an appointment to activate and pick
up the new badge. During the appointment, the individual must present the special password
included in the second e-mail, along with the expiring HSPD-12 badge. If an individual
experiences difficulty in scheduling an appointment, he/she should report to the badge office for
assistance.

HSPD-12 Certificate Renewal Process:

Although HSPD-12 badges are valid for 5 years after enroliment, the “certificates” stored on the
chip expire after only 3 years. Certificates can be renewed (or “rekeyed”) at a USAccess
Credentialing Center or at a desktop workstation enabled with a card reader and Activeldentity
middleware. Instructions for certificate rekey are located on Powerpedia. Beginning 6 months
before the expiration date, cardholders are notified of impending certificate expiration. E-mail
messages are sent by USAccess, and “pop-up” messages appear to employees who use their
cards for logical (computer) access at their desktops. If the certificates are not renewed at least

1 day before the expiration date, the entire card is terminated. The cardholder’s sponsor must
request a replacement card, and the employee must schedule an appointment to re-enroll before a
replacement HSPD-12 badge is issued.
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Other Important Information:

Individuals denied an HSPD-12 badge or have had an HSPD-12 badge revoked are
ineligible for physical access to DOE property or access to information systems. The
process for appealing denial of a PIV badge is described in DOE Order 206.2,
Identity, Credential and Access Management (ICAM).

The applicant must record his/her name on DOE F 206.4 and OF 306 exactly as it
appears on the two identity verification documents they present to the Credentialing
Center. Nicknames, aliases, abbreviations, etc. are not permitted. The HSPD-12
badge is printed with the applicant’s full first name, middle initial, and last name. If
the person has no middle name, uses an initial only, is a senior, junior, etc., the name
on the badge follows the conventions established by Federal Information Processing
Standards (FIPS) 201, P1V of Federal Employees and Contractors. Requests for
special name treatment cannot be granted by DOE and will not be processed by
USAccess.

The PIV investigation and HSPD-12 badge issuance processes may take several
months, so AU-41 will issue a temporary security badge to new HQ employees and
contractors. This badge is known as a LSSO badge. The LSSO badge is encoded to
operate common HQ physical access control systems; however, even though the
expiration date on the LSSO badge may indicate that it is good for 6 months, it will
initially only operate physical control turnstiles for a 30-day period. During that
time, the new employee or contractor is expected to enroll in USAccess and complete
all required badge and security clearance paperwork. If the paperwork is completed
within the first 30 days, physical access is extended up to 6 months, consistent with
the date on the badge. If the employee or contractor fails to complete the required
paperwork within 30 days, the LSSO badge is confiscated, and the employee is
required to sign in as a “visitor” each day. LSSO badges can operate in the card
readers or the desktops that provide access to DOE information technology systems.

If the fingerprints taken during enrollment in USAccess are deemed “unclassifiable”
(i.e., unreadable) by the Federal Bureau of Investigation (FBI), a Personnel Security
employee contacts the applicant and the USAccess sponsor, sending a courtesy copy
to the HSO, with instructions for “unlocking” the applicant’s record in USAccess and
scheduling an appointment to re-enroll. All fingers must be reprinted, even if the
USAccess system considers some of the fingerprints adequate. The HSO is
responsible for ensuring that the applicant re-enrolls and for notifying Personnel
Security when re-enrollment is complete.

Losing an HSPD-12 badge is a serious matter. Employees who lose their HSPD-12
badge must report the loss immediately to the servicing badge office, complete a
Lost/Stolen Badge Report, have it signed by the supervisor, and return it to the badge
office. The badge office waits 5 days before requesting a reenrollment to provide the
employee an opportunity to locate the lost card.
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e Element HSOs can check on the status of an HSPD-12 badge application by
accessing the USAccess Reports Portal, which contains selected information on each
applicant. HSOs may contact the HSO Program Manager for more information.

e DOE cannot process OGA employees and their contractors for an HSPD-12 badge.
These employees must obtain an HSPD-12 badge from their employing agency.
Exceptions to this rule can extend to employees from the Legislative or Judicial
branches of the Federal government.

e Because the HSPD-12 initiative continues to evolve rapidly, Powerpedia
(Powerpedia Welcome) is highly recommended as a source that is frequently updated
with new information. From the Powerpedia main page, search for “HSPD-12.”

Points of Contact

For the names and contact information for those occupying the positions identified in this section
or more information about HSPD-12 badges, call (301) 903-7189 or (301) 903-2644.

Forms/Samples/Graphics

DOE F 206.4, Information Sheet for Sponsorship of HSPD-12 Credential (go to Information
Sheet for a copy of this form)

DOE F 473.2, Security Badge Request (go to Security Badge Request for a copy of this form)

OF 306, Declaration for Federal Employment (go to Forms for a copy of this form)

Helpful Websites

http://www.fedidcard.gov/viewdoc.aspx?id=109

http://www.hss.energy.gov/HSPD12/index.html

http://powerpedia.energy.gov/wiki/Welcome to Powerpedia
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Section 103
Prohibited Articles

All HQ facilities occupy space owned or leased by the General Services Administration (GSA);
therefore, HQ is required to comply with the standard rules and regulations for all Federal
properties administered by GSA. Rules pertaining to the introduction of firearms and dangerous
materials onto Federal properties are described in 10 CFR 860.4 and the rules pertaining to
alcohol and controlled substances are described in 41 CFR 102-74, Subpart C.

Prohibited Articles are generally not permitted in any HQ facility; however, there are a few
exceptions to this general rule as described in the subsections, below.

HQ Implementation Procedures

Prohibited Articles:
Prohibited articles are:
e Dangerous weapons and explosives (including firearms and ammunition)

e Instruments or material likely to produce substantial injury or damage to persons or
property (such as knives with a blade of 2.5 inches or longer)

e Alcoholic beverages

e Controlled substances (e.g., illegal drugs or paraphernalia, but not prescription
medication)

e Dogs and other animals (identified in 41 CFR 101-20.311), except service dogs

e Other items prohibited by law.

Firearms Exception:

Lawfully armed DOE, Federal, civilian, or military police or investigative officers may remain
armed while on DOE property if on official business. When such individuals arrive at an HQ
facility, they must present their badges and/or credentials to the protective force supervisor
stationed at the facility. They must declare that they are armed and on official business, and
provide the name of the office/individual with which/whom they have business. The protective
force supervisor must verify the provided information by referring to prior written notice or by
speaking directly with the individual hosting the visit.
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Alcoholic Beverage Exception:

Alcoholic beverages may be brought into an HQ facility with the approval of the Office of
Management and Administration within the Office of Administration (MA-40). A sample
memorandum for requesting authorization to bring alcoholic beverages on to HQ property is
provided in Attachment 103-1. Once approval is granted, a copy of the approved memorandum
must be delivered to AU-41 for information and dissemination.

Other Exceptions:

Other exceptions to the policy on Prohibited Articles may be requested via memorandum to the
Director, AU-41. The memorandum should fully describe:

The prohibited article(s)

The reason for introduction

How long the article(s) will be on HQ property

Who will have custody of the article(s)

How long the article(s) will be stored (if applicable)

What HQ facility the article(s) will be introduced into

Exactly which entrance(s) will be used to bring the article(s) into the facility.

If th