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Introduction

This document provides instructions for how to install, connect, disconnect, and
reconnect to the DOE AnyConnect VPN client using the Windows XP, Windows Vista,
and Mac OS X operating systems, including both 32 and 64-bit versions.

System Requirements
Windows

— Windows 7 (32bit) & (64bit):
e Internet Explorer 8.x
e Internet Explorer 9.x
o Firefox 3.x
o Firefox 4.x
Windows XP (64bit):
— Internet Explorer 7.x and 8.x
—  Firefox 3.x
— Firefox 4.x
Windows XP (32bit):
— Internet Explorer 9.x
—  Firefox 3.x
— Firefox 4.x
Windows Requirements
Pentium class processor or greater.
x64 or x86 processors on Windows XP
5 MB hard disk space.
RAM:
- 128 MB for Windows 2000.
- 256 MB for Windows XP.
e Microsoft Installer, version 3.1.

To add the security appliance to the list of trusted sites:

e Choose Internet Options. To do so, use either of the following methods:
1. Choose Start > (Settings >) Control Panel > Internet Options.
2. Open Internet Explorer and choose Tools > Internet Options.

e Click the Security tab.

e Click the Trusted sites icon, then click the Sites button below.

e Using the http:// or https:// prefix, type the host name or IP address of the security
appliance in Trusted Sites window. To maximize connectivity, use a wildcard such as
https://*.yourcompany.com.

e Click Add.

e Click OK.

e Click OK on the Security tab.

November, 2013 Cisco AnyConnect VPN Client Installation



U.S. Department of Energy

Mac OSX

Cisco AnyConnect supports the following versions of Mac OS:
— Mac OS X 10.6 32- and 64-bit:

e Safari 4.x

e Firefox 3.x

e Firefox 4.x
— MacO0S X 10.5:

— Safari 2.x

—  Firefox 3.x

—  Firefox 4.x

Mac Space Requirements

¢ 50 MB hard disk space.

Please note: If you upgrade from one major Mac OS X release to another (for example 10.5 to
10.6), manually uninstall AnyConnect first, and then after the upgrade, reinstall it manually or by
establishing a web-based connection to a security appliance configured to install it. Uninstalling
before the upgrade and reinstalling AnyConnect afterwards is necessary because the upgrade

does not preserve the Cisco AnyConnect Virtual Adapter.

For further assistance, please contact the Service Desk at 301-903-2500
option 2, 3; (toll-free at 866-834-6246); EITS.ServiceDesk@hqg.doe.gov.
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Windows Installation

AnyConnect Client Installation

To install the AnyConnect client on a PC running Windows, follow these steps. We suggest you
accept the defaults unless your system administrator has instructed otherwise.

1. Open a web browser and point your browser to the https://connect.doe.gov webpage.

Gits Login to EITS VPN Services

Energy T Services

Property of the United States Government

Please enter your usermarne and passcode. Unauthorized Access Prohibited
USERNAME'| | This is a Federal computer systern and is the property of the United States
' Government. 1tis far authaorized use anly. Users (authorized ar unautharized) have
PASSCODE: | | no explicit or implicit expectation of privacy. Any or all uses of this system and all
files on this system may be intercepted, monitored, recorded, copied, audited,
inspected, and disclosed to authorized site, Departrment of Energy, and law
enforcement personnel, as well as authorized officials or other agencies, both

domestic and foreign.

By using this system, the user consents to such interception, manitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of
authorized site or Department of Enerdgy personnel. Unauthorized or impraper use
of these systern my result in administrative disciplinary action andfor civil and
criminal penalties. By continuing to use this system you indicate your awareness
of and consentto these terms and conditions of use. If you do not agree to these
conditions, LOG OFF IMMEDIATELY,

Office of the Chief

U5, CERERTMENT OF
@E"ERGY Information Officer

=partment of Energy

n

Enter your VPN USERNAME and PASSCODE.
3. Click Login.

November, 2013 Cisco AnyConnect VPN Client Installation 5


https://connect.doe.gov/

U.S. Department of Energy

4. Once authenticated, select the AnyConnect SSL VPN tab on the left side of the

browser window.

& €Eits

Comected loETS VPN Servces

| Browse |

Connected to DOEnet

Welcome

The VPN senace was recently upgraded. All links ps < start page are
Now 3vailagie by Cicking the DOE Links Optan listed In the manu &0 the 1en. You may
FEI 10 Ehis $8a page 3% any Ime by Clicking the Home option on Iné et

WL A now Canneche:
tna i N ac

1 e DOE interreal netwerk Please uge the navigation meny
£33 your desired applications

selacy

For Mac installabon instructons, please cick here

ik

g, P! e remember t0 disconnect from the VPN sendce
WU are using, WeDWFN users may disconnect by ciosing il wen browser windows, or by
selecting the Logeut option Iocated at the top night comer of tis page. AnyConnect
USErs ¢an dsconnect by rght-clicking on e AryConnect iKon, 1ot 3ted in e 1asknar or
system tray, and selecting discannect

When you d

Warning

wprrment Syslern hosted by the US
m are logged and
ly I YOL 50 00 BOREE (0 these terms

Depantment

Loz wiers wil

f Erwergy Al
w proseculed

Log o imeamar

For que: ar came
the EITS Service De

s regar

ng VPN and Remote ALCess Senvices piease Cor
by phone at 301-90:

Sithus Dashboard U S Dopartrent of Energy

vyt

5. Click the Start AnyConnect link in your browser window to begin installation of the

AnyConnect client.

Scits

Connactud o FITS VPN Senscas @) ranil |
) v =~ W AnyConnect
| 1ok Links =)

) mmomes -
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(Browes ) i Logou

-

Inkiate an SnyConnect ciert session to pravide clernt agolcations on youe desitoo
natwork access through your VP, depending on your company’s VPH

conﬁuurauon ard your cwn notwork access rights. For exampla, an AnyConnadt

w::un might: be rmc:::a'\' o use Mcrosoft Outiook or Microdolt Outlock Express to

The following instructions describe how you can use your browser to get remote
avcwss to Microsoft Terminal Serdoes running on CompULErs in your netwark:

* REgurements
Batore vou Connect - Acd to Tusted SRes
* How 10 CONDOGE
® lwavs Log Dutl
Reguiramants
T SCCESS EMOLE SETVILES EYer an AnyCOrnEt dient Session, your System must
have the falowng setup:
® “Your VPN site must be in the list of trusted sites, as described below,
[Hegured for windows 7 and vista, highty receenmended far Jl 1

® The dierit apalications must bu irstaled locally on your systes
* T cpaeating systarm sk be Microscit Windows 7, Wirdaws Vigta, Windsws

Linue 3, SUSE Linux 10, Stackware 11.0, or Fedara 4 o 6), or Mac 05 X 10.4

efore you Connect - Add W Trusted Sites
Adding 3 security aopliance to the list of trusted sites is required for Internet
Euplorer 7.0 o later on Windows 7 and Vista. We alse recommend the procedure for
athers to eiMingte Certain ULy POD-UD MESSA0ES whEn fou CONnEc,
Intarmet Explorer on Wista has “Protected Mode” cnabled by default. Agdng the
spounty Appiance 10 the trusted sites Slows communications with the security
appliance, even though “Protected Mode™ i enable
Ta add the secunty appiance to the list of trusted sites:

1. Choose Internet Options. To do o, use either of the following methods:

@ choose J|.¢|\ > (Setrgs ;] Contral Parel > Intermiet Qhuuns.
Cpan Irtarnet Gupiorar and chanss Took > Intarnst Cobal

7. Click the Sacnty 12D,

3. Click the Tusted sites icon, then dick the Sites button below.

4. Using thee httocf or Wtps: ) prefiv, type the bost name or 1P address of the
security appkance in Tusted Stes m duw. u MAKFTIZE CNMECIVRY, USE &
wildeard such s bitps: ¥ youres

5. Click Add.

6. Click OK.

. Click OK o the Securty tsh

Haw to Connect
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6. Once the installation is complete, you will be automatically connected to the
Department of Energy’s VPN. You should now see the icon, located in the system tray,
which indicates that you are connected. This icon, represented by two green dots and a
gold lock, is circled in the image below.

-lll-lll- AnyConnect Secure Mobility Cl

CISCO
y{, weblLaunch Connection Established
The Cisco AnyConnect Secure Maobility Client has
Platform successfully connected,
LBEC 0 The connection can be controlled from the tray icon,

circled in the image below:

- lava Detection

- Sun Java

- Connected

For further assistance, please contact the Service Desk at 301-903-2500
option 2, 3; (toll-free at 866-834-6246); EITS.ServiceDesk@hg.doe.gov.
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Disconnecting from the Cisco AnyConnect VPN client

1. Right-click the Cisco AnyConnect VPN Client icon in your system tray.
2. Select Open AnyConnect.
3. From the Cisco AnyConnect VPN Client screen, choose Disconnect.

&' Cisco AnyConnect Secure Mobility Client

—— —

QD e
Connecked ko connectl, doe, gov,
connectl,doe.goy

2311444

Please note: The icon below indicates disconnection and is represented by the AnyConnect
icon without the lock, as indicated below:

B g ew™ g 11408M

e A il T ha Wy Wednesday

For further assistance, please contact the Service Desk at 301-903-2500
option 2, 3; (toll-free at 866-834-6246); EITS.ServiceDesk@hqg.doe.gov.
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Reconnecting to the DOE AnyConnect VPN Client

You can reconnect to the DOE AnyConnect VPN client using two different methods:

Option 1:
e Log in at the http://connect.doe.gov webpage, click the AnyConnect tab, then click Start
AnyConnect and the appliance will automatically restart the previously installed
AnyConnect client.

Option 2:
e From the Start menu:
1. Click All Programs.
2. Click the Cisco folder to open it.
3. Click the Cisco AnyConnect VPN Client folder to open it. You will see the
Cisco AnyConnect VPN Client program in the folder.
4. Click the Cisco AnyConnect VPN Client.
5. Enter your DOE VPN username and passcode.
6. Click Connect.

& Cisco AnyConnect Secure Mobhility Cliant |T||E|&|
: el

&y e
Ready to connect,
— | conneckl, doe,gow Connect

& Cisco AnyConnect | connect1.doe.gov E'

Usernarne: | |

Password! | | |

[ Ok ] [ Cancel ]

Please note: When you are connected, you will see the icon, located in the system tray that
indicates connectivity. The icon is represented a golden lock.

For further assistance, please contact the Service Desk at 301-903-2500
option 2, 3; (toll-free at 866-834-6246); EITS.ServiceDesk@hqg.doe.gov.
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Mac OS X Installation

Begin AnyConnect Client Installation

To install the AnyConnect client on a Mac OSX system, follow these steps. We suggest you
accept the defaults unless your system administrator has instructed otherwise.

7. Open Safari and point your browser to the https://connect.doe.gov webpage.

Department Of Energy VPN Services -]
{ | I lg] l + |8 https://connect.doe.gov/+CSCOE+/logon.html ¢ | i’_Q' Google
CO & Apple Yahoo! Google Maps YouTube Wikipedia News (120)% Popularv

1 Department Of Energy VPN Services I +

]

PROPERTY OF THE UNITED STATES GOVERNMENT
UNAUTHORIZED ACCESS PROHIBITED

This is a Federal computer system and is the property of the United States

d» Government. It is for authorized use only. Users (authorized or unauthorized)
have no explicit or implicit expectation of privacy. Any or all uses of this system
and all files on this system may be intercepted, monitored, recorded, copied,
audited, inspected, and disclosed to authorized site, Department of Energy, and
law enforcement personnel, as well as authorized officials of other agencies, both
domestic and foreign. By using this system, the user consents to such intercep-
tion, menitoring, recording, copying, auditing, inspection, and disclosure at the
discretion of authorized site or Department of Energy personnel. Unauthorized or
improper use of this system may result in administrative disciplinary action and/or
civil and criminal penalties. By continuing to use this system you indicate your
awareness of and consent to these terms and conditions of use. If you do not
agree to these conditions, LOG OFF IMMEDIATELY.

8. Enter your VPN USERNAME and PASSCODE.
9. Click Login.

For further assistance, please contact the Service Desk at 301-903-2500
option 2, 3; (toll-free at 866-834-6246); EITS.ServiceDesk@hqg.doe.gov.
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10. Once authenticated, select the AnyConnect SSL VPN tab on the left side of the
browser window.

@ Department Of Energy VPN Services

Losot 3

[ e s B [
&t Home -
| Address bl |
L

(&) DoE Links

%O AnyConnact SSLVEN !

Connected to DOEnet

Welcome ¥ou are now connected 1o the DOE internal network PIEase use the navigation panel on

o and access your desired applications. Please note, you may return to
e at any lime by clicking the Home tab on the left or by ciicking the Home
gational tookar

To douninad the AmyConnect S5L VRN client, please select the AnyConnect SSL VPN
tah on the 87t to begin the installation process

Far Windows installation instructions, please elick here

H For Mac installation instructions, please click here

When you have finished worki ember to disconnet from the VPN senice
N you are using. WebVPN users may nect by closing your browser window, or by
selecting the Logout option Incated at the top right cormer of this page. For AnyConnect
users, you can disconnest by right-clicking on the AnyCennect icon. located In your
taskbar, and select disconnect

Warning

This Is & Federal Govermment System hosted by the US. Depariment of Energy Al
attempts (o acoess his System are Iogoed and URaWADNZEd users Wil be prosecitec
L0 off immeciately If you o no! agree o these terms.

For questions or comments regarding ail Remole Access Senvices please contact the
CSC Helpdesk by phone af 307-003-2500.

US Department ot Ensry

11. Click the Start AnyConnect link in your browser window to begin installation of the
AnyConnect client.

@ Department Of Energy VPN Services

28 Home
() DOE Links

| |
%6 e LA [ U i S it an AryConnessdier: o501 40 crovice dient agplesions o your deskion
_ with network aceess through your WPH, depending on your company's VBN

%3 canfiguration and your awn network sccess rights, For example, an AnyConnect
Sta session might be necessary to use Microsaft Outlook or Micrasoft Outlook Express ta
send or receive e-mail.

Address | hitg ||

>

The fallowing instructions describe how you can use your browser to get remote
aeoess to Microsoft Terminal Services running on computers in your netbwork

* Requirements
.

* How to Connect
Always Log Outl

Requirements

To acesss remota sarvitas over an AnyConnect dient Session, your System must =
have tha following satup:

# ‘Your VPN site must ba in the list of trustad sites, as dssmhsd balowr,
(Required for Windows Vista, highly recommended for all.)
+ The client applications must be installed locally on your syste
* The operating system must be Microsoft Windows Vista, Windows XP SP1 or
t/ SP2, Windows 2000 SP4, Linux (RedHat Linux 9, RedHat Enterprise Linux 3,
SUSE Linux 10, Slackware 11.0, or Fadora 4 or 8), or Mac 05 X 10.4.

Before you Connect - Add to Trusted Sites

Adding a security appliance to the list of trusted sites is required for Intemet
Explorer 7.0 or later on Windows Vista. We also recommend the procedure for others
to aliminate certain security pap-up messagas when you cannact,

Internet Explorer on Vista has “Protected Mode” enabled by default, Adding the
security apliance to the trusted sites allows communications with the security
ppliance, even though "Pratected Mode' is enabled.

To add the security appliance to the list of trusted sites:

1. Choose Internet Options. Ta da so, use either of the following methods:
© Choose Start > (Settings >) Cantrol Panel > Internet Optians,

© Open Internet Explorer 2nd choose Tools = Internet Options.
Click the Security tsb.
Click the Trusted sites icon, then dick the Sites button below
Using the http:/f or https:/f prefix, type the hast name or 1P address of the
security appliance in Trusted Sites window. To maximize connectivity, use a
wildeard such as hitps://* yourcompany cam

W

Clldl Add.

‘-‘F"!-“

ick QK.
clldc O on the Security tab.

How to Connect ™
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12. Once the installation is complete, you will be automatically connected to the Department
of Energy’s VPN. You should now see the icon, located in the system tray, which
indicates that you are connected. This icon, represented by two green dots and a gold
lock, is circled in the image below.

e AnyConnect Secure Mobility CI
CISCO

I"é, WebLaunch Connection Established
The Cisco AnyConnect Secure Mobility Client has
 _ Platform successfully connected.
Detection The connection can be controlled from the lock icon
in your menu bar.
3 4« Mons31PM @
| - Sun Java
/' - Connected
Download

For further assistance, please contact the Service Desk at 301-903-2500
option 2, 3; (toll-free at 866-834-6246); EITS.ServiceDesk@hqg.doe.gov.
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Disconnecting from the Cisco AnyConnect VPN client

1. Right-click the Cisco AnyConnect VPN Client icon in your system tray.
2. Select Bring AnyConnect to Front.

3. From the Cisco AnyConnect VPN Client screen, choose Disconnect.

0 O O Cisco AnyConnect Secure Mobility Client

1min
Connected 10 connectl.doe.gov !
e CISco
g,

Connection Duration: 00:01:30 | Disconnect |
Client Address 172.17.18.13
Server Address 205.254.146.52
Client Address (IPvE) Mot Available
Bytes Sent 347332 @
Bytes Received 1124934 —

Connection Log

¥ Details...

Version 3.0.08057

Please note: The icon that indicates disconnection is represented by the AnyConnect Icon
without the gold lock, as shown below.

& 0 X P a

For further assistance, please contact the Service Desk at 301-903-2500
option 2, 3; (toll-free at 866-834-6246); EITS.ServiceDesk@hg.doe.gov.
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Reconnecting to the DOE AnyConnect VPN Client

You can reconnect to the DOE AnyConnect VPN client using two different methods:

Option 1:

Log in at the https://connect.doe.gov webpage, click the AnyConnect tab, then click
Start AnyConnect and the appliance will automatically restart the previously installed
AnyConnect client.

Option 2:

Go to the Applications folder and follow the steps listed below:
1. Double-click the Cisco folder.

2. Double-click the Cisco AnyConnect VPN Client icon.

3. Enter your VPN USERNAME and PASSCODE.

4. Click Connect.

Cisco AnyConnect Secure Mobility Clie
il
Connect to: | connectl.doe.gov 4 il
CISCO
Username:;
Password:
Connect

Version 3.0.08057

Please note: The icon that indicates connection is represented by a gold lock on the
AnyConnect Icon, as shown below

0 X P a

For further assistance, please contact the Service Desk at 301-903-2500
option 2, 3; (toll-free at 866-834-6246); EITS.ServiceDesk@hqg.doe.gov.
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