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Chapter 14 Cyber Security

The U.S. Department of Energy (DOE) Cyber Security Program aims to protect the
Department’s diverse missions in a cost-effective manner; identify threats, risks, and
mitigations; and remain flexible in a changing environment. Key Departmental directives,

policies, and procedures governing the implementation of the Cyber Security Program at DOE
Headquarters (HQ) are:

e DOE Order 205.1C Chg 1 (LtdChg), Department of Energy Cybersecurity Program
(current version)

o DOE Enterprise Cybersecurity Program Plan (E-CSPP) (current version)

o DOE Energy Information Technology Services (EITS) Program Cybersecurity Plan
(PCSP) (current version)

HQ Implementation Procedures

The head of each HQ element is responsible for implementing a cyber security program

within his or her element that conforms to the policies and procedures set forth in the DOE
EITS PCSP.

ISSO’s receive guidance and assistance from IM-63 through the point of contact identified
below.

Points of Contact

For cyber security-related matters, call the EITS SOC (301) 903-3895.
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https://www.directives.doe.gov/directives-documents/200-series/0205.1-BOrder-c-chg1-ltdchg
https://www.directives.doe.gov/directives-documents/200-series/0205.1-BOrder-c-chg1-ltdchg
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