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2012 National Energy Assurance Planning Conference

After Action Report

L. Purpose & Objectives

On June 28-29, 2012, the Infrastructure Security and Energy Restoration (ISER) Division within
the U.S. Department of Energy (DOE)’s Office of Electricity Delivery and Energy Reliability
(OE), in coordination with the National Association of State Energy Officials (NASEO), held the
National Energy Assurance Planning Conference. The conference culminated three years of
DOE’s ongoing American Recovery and Reinvestment Act of 2009 (ARRA) State and Local
Energy Assurance Program (SLEAP). SLEAP seeks to develop new—or refine existing—energy
assurance and emergency preparedness plans, which contribute to the resiliency of the energy
sector by focusing on the entire energy supply system.

This conference served as an important venue for State and local energy assurance planners to
share experiences, learn from other stakeholders, and obtain insights from experts in the field on
how to improve energy assurance planning. It also provided opportunities to recap the results of
the program, partake in a wide range of discussions on energy assurance issues, and share ideas
for continued improvements and sustainability of energy assurance at national, State, and local
levels.

The conference agenda is included below as Appendix I. Additionally, conference presentations
from the exercise can be found at http://doe-oe-regionalexercises2011.govtools.us/National.

II.  Participants

The conference was attended by more than 250 people, including representatives from 46 States,
Washington D.C., and Puerto Rico. There were also more than 30 localities represented.
Participants represented Federal agencies, State energy offices, public utility commissions, State
emergency management agencies, governors’ offices, and local jurisdictions. In addition,
representatives from the electricity, oil, and natural gas industries, as well as nonprofit
organizations, were in attendance. A full list of attendees is in Appendix II.

III. Conference Summary

A. Welcome & Introductions

David Terry, Executive Director of NASEO, welcomed participants to the National Energy
Planning Assurance Conference. In his brief remarks, he described the conference as the
culmination of a series of four regional energy assurance exercises that were held as part of
SLEAP.
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Mr. Terry explained that during energy emergencies, the on-the-ground activities of industry, as
well as State and local government, save lives and help return communities to normal operations.
Yet, due to the increasing number of high-impact energy events, the Federal role in energy
assurance planning has expanded. An important focus of this involvement has been to foster
partnerships with State and local government. Stressing the importance of energy assurance
planning, he stated that it is a team effort, requiring the involvement of Federal, State, local, and
private-sector participants to be successful.

Mr. Terry then introduced Patricia Hoffman, Assistant Secretary for OE, who provided opening
remarks. Assistant Secretary Hoffman thanked everyone for attending and provided participants
with an overview of OE’s organization and focus, which includes conducting research and
development to modernize the power grid, providing technical expertise to support electric
transmission development and siting activities, supporting infrastructure security, and carrying
out other efforts to prepare U.S. energy infrastructure for continuing increases in energy demand.

OE is investing resources and expertise to advance technology and performance in all areas of
electricity generation, transmission, and distribution. For example, OE is making investments to
modernize the grid and mitigate impacts to our nation’s energy infrastructure. This includes
investments in transmission system upgrades, development and placement of sensors to enable
wide-area visualization of the system, load management, distribution systems, outage
management systems, and more. OE is also fostering development of micro-grids to optimize the
portfolio mix of generation resources.

OE also provides technical assistance during energy emergencies. Timely and accurate
information is critical during energy emergency events, and OE coordinates information at the
national level and provides updated situation reports. The reports help stakeholders better
understand the event and mitigate the impacts while aiding the overall response. As evidenced by
SLEAP, OE supports planning, mitigation, and response efforts across stakeholder communities.

Finally, OE is increasingly involved in addressing cybersecurity vulnerabilities. The energy
sector and Federal government need to build capabilities in this area to understand the cyber
threat and plan for cyber attacks as much as it plans for natural disasters and other threats.

Assistant Secretary Hoffman asked participants to help OE by actively working together, in
partnership with State and local government and the private sector, to help prepare our energy
infrastructure for the future.

B. Keynote Address - Michael Daniel

In his keynote address, Michael Daniel, Special Assistant to the President and Cybersecurity
Coordinator, focused on the Obama Administration’s efforts to address the cyber threat. As part
of its cybersecurity initiatives, the Administration is making grid security a top priority.

Mr. Daniel gave a special thanks to Assistant Secretary Hoffman and the OE team for their work
in energy emergency preparedness. In particular, he thanked them for their work on the
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Electricity Sector Cybersecurity Capability Maturity Model.' The maturity model was a
pioneering effort that does not exist in other sectors; it is serving as a template for public-private
approaches to addressing cybersecurity in other sectors. Moreover, smart grid investments are
helping to address both performance and security issues, while promoting collaboration between
owners and operators for grid security.

C. Energy Assurance Lessons Learned from Planning and Exercises

Alice Lippert, Senior Technical Advisor to OE, welcomed attendees and provided a review of
major activities performed since launching SLEAP. Ms. Lippert has managed the grant program
since its inception in 2009.

Included in activities State and local governments participated in was a series of regional energy
assurance exercises held throughout 2011. The exercises were as follows:

e Southern Regional Energy Assurance Exercise — Red Earth, Raleigh, NC, March 2011

e Northern Regional Energy Assurance Exercise — Amber Borealis, Boston, MA, June
2011

e Midwestern Regional Energy Assurance Exercise — White Prairie, Chicago, IL, August
2011

e Western Regional Energy Assurance Exercise — Red Wave, Phoenix, AZ, November
2011.

These events were designed to help States comply with the requirement to participate in an
interstate exercise. Each included informational presentations and panels to educate participants
on topics that included interdependencies, cybersecurity, and Federal authorities. Each exercise
also featured energy emergency scenarios to help participants work through a situational
assessment and examine the capabilities of their plans and response measures. The scenarios
included man-made disasters and regionally specific natural disasters, including droughts, winter
storms, hurricanes, and solar events. The exercise scenarios were intense; in both large group
sessions and breakouts, participants worked through a large number of emergency events to
determine how they would respond. Each exercise had strong participation from State and local
government and industry, and they generated a number of lessons learned for participants in each
region.

Jeff Pillon, Director of Energy Assurance at NASEO, reviewed lessons learned that had been
collected since the start of the grant program, as well as the key elements learned across each of
the exercises. These takeaways include the following:

e Communications — Know who the key points of contact are and establish relationships
in advance of emergencies; have robust communication technologies and protocols in
place; and develop plans for communicating with the public.

! The Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2), U.S. Department of Energy,
Office of Electricity Delivery and Energy Reliability, May 2012.
http://energy.gov/oe/services/cybersecurity/electricity-subsector-cybersecurity-capability-maturity-model
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Interdependencies — State and local governments need to understand energy industry
interdependencies and prepare for them; this will improve recovery time.

¢ Roles & Responsibilities — Plans should clearly define roles and responsibilities.

e Collaboration & Coordination — Federal, State, and local government and the private
sector need to work together, share information, and communicate effectively in both
preparation and response.

e Resource Allocations — Identify and establish resource priorities and maintain strong
situational awareness so allocations can be made effectively if and when they are needed.

Mr. Pillon asked participants to understand and plan for risks while recognizing that political
decisions may be a factor as plans are implemented. State and local governments must be
prepared to adapt to the particulars of the situation and plans must be flexible. Understanding the
interdependencies between the energy sector and other sectors is critical to help avoid
unintended consequences. To understand the consequences that response decisions and actions
can have on the energy sector, one must work with other sectors and State agencies. It is
recommended that each State and locality review their Energy Assurance Plans with industry and
other agencies and offer them an opportunity to provide input to help ensure that plans are
coordinated.

Ms. Lippert provided participants with a few key takeaways, including the recommendation to
incorporate State Energy Assurance Plans into State Emergency Response Plans. Additionally,
respondents need to be flexible and adaptive to a wide range of potential emergencies and
response requirements. State and local governments must analyze and assess each situation and
then adapt their response to that situation. Communication with stakeholders is critical to energy
assurance planning and response. Finally, Ms. Lippert recommended that States and localities
regularly review and implement lessons learned.

D. Successful Approaches in State Energy Assurance Planning

Objective: A State government panel highlighted energy assurance methods and innovative
planning elements that have been successfully incorporated in State Energy Assurance Plans.

Moderator: Jeff Pillon, Director of Energy Assurance, NASEO
Panelists:

Regina Erales, Reliability and Emergency Management Coordinator, State of Texas
Robert Mielish, Energy Assurance Program Manager, State of North Carolina
Duane Fournier, Utilities Regulation Engineer, State of lowa

Mark Anderson, Senior Energy Policy Advisor, State of Washington

Pat Bersie, Emergency Preparedness Planner, State of Utah

Discussion
State panelists discussed many positive impacts resulting from SLEAP and stressed the desire to
continue energy assurance efforts after the grant program is completed. Panelists stressed the
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importance of establishing relationships across agencies, in the energy sector, and with local
government.

The State panelists recommended integrating Energy Assurance Plans with other agencies and
sectors, such as transportation, and agriculture. Having these agencies involved in exercises can
be beneficial.

Some States were able to build off of capabilities and lessons learned from past events, such as
the 2002 Olympics in Utah. In Washington, the Energy Supply Tracking System and the
geographic information system (GIS) developed by the State with grant funds proved to be very
beneficial during the major winter storms in 2011. Other States, including North Carolina, used
the grant funding to develop a comprehensive fuel distribution picture for the State, including the
locations of fuel stations that help in situational assessment and response.

The State of Towa created an ‘energy assurance roundtable’ with multiple agencies and sector
participation. Utah integrated its Energy Assurance Plan with the overall State energy plan. The
point was made that due to potentially frequent leadership changes, continuity is an important
aspect to consider, and States must conduct regular training to keep leadership and staff apprised
of energy assurance.

In Texas, exercises proved to be very valuable. One important outcome was a realization of the
need for the oil and gas industry to better understand the electric power sector and vice versa.
The State Energy Office started “Oil and Gas 101” and “Electricity 101” courses to help industry
learn more about the other sectors.

Because State agencies often need sensitive information during an energy emergency, it is
important to determine how to protect sensitive private-sector data on critical infrastructure.
Some States have been able to protect this data through a Memorandum of Understanding. Other
States have exceptions under their Freedom of Information Act. However this is handled,
developing trusted relationships and collaboration is vital.

Another key lesson discussed was the importance of developing and implementing procedures,
templates, and other resources ahead of any actual emergency. Some States have gotten helpful
ideas by reviewing the plans and procedures from other States.

Many State participants explained that cybersecurity and information security were important
learning elements from the SLEAP grant and regional exercise. States are investigating further to
determine how they can build a better capability in this area.
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EXAMPLES OF EFFECTIVE APPROACHES IN STATE ENERGY
ASSURANCE PLANNING

Utilize State Energy Offices as connectors.
o They can help build relationships to implement plans.
Coordinate Energy Assurance Plans with other State plans (e.g., EOPs and hazard
mitigation plans).
o Reduces conflicting roles and procedures.
Modify plans based on lessons learned after energy disruption events.
Build templates and procedures for communications and information requests ahead of
time to save time and paperwork during an actual event.
Invite the private sector to participate in both planning and exercise design.
o Opens dialogue and provides a clear value proposition for both parties.
Gather proprietary information on critical energy infrastructure, which requires
established trust and security.
o Establish memoranda of understanding (MOUSs) with State homeland security offices to
help protect information.
o Make use of the U.S. Department of Homeland Security (DHS) Protected Critical
Infrastructure Information Program.
Work with State fusion and information-sharing and analysis centers.
Consider geo-based outage tracking services, which can take situational awareness to the
next level.

E. Successful Approaches in Local Energy Assurance Planning

Objective: This session focused on local Energy Assurance Plans and highlighted best practices
that have been used by local governments.

Moderator: Ronda Mosley, Deputy Executive Director for Research and Government Programs,
Public Technology Institute

Panelists:

Michael Licata, Emergency Management Director, Windham, Connecticut

Josh Human, Director of the Center for Hazards Research and Policy Development,
University of Louisville

Lori Herrick, Energy Management Administrator, Virginia Beach, Virginia

Discussion

Virginia Beach, Virginia, has seen positive results from SLEAP, including increased
communication within the State. For example, Virginia Beach is working with other localities
and collaborated with the State government to expand the grant program’s overall impact. They
conducted an assessment of generator availability, location, and operability; identified generator
needs and held an annual meeting on them; and tested communications. The grant provided
value by integrating a local perspective into energy assurance planning activities.
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Louisville, Kentucky, performed a gap analysis and integrated its Energy Assurance Plan into
other local plans, such as its emergency operations plan. Louisville listed and evaluated critical
energy assets and will now expand the facility list to identify the most critical assets and develop
worksheets for each. The city held a summit and table-top exercise and began working with first
responders to identify fuel prioritization, which was a key outcome of the table-top exercise. The
city is currently looking into a Web-based emergency operations center and developing a means
to integrating information into one system.

Through its ARRA grant, Wyndham, Connecticut, became a coordinating entity for several
jurisdictions in the region. The area was severely impacted by Hurricane Irene, which was
followed by an intense early-season snow storm. These events demonstrated the need for better
Emergency Support Function (ESF)-12 preparations. The city has made significant
improvements in the communications field, with a specific emphasis on energy and
interdependencies.

EXAMPLES OF EFFECTIVE APPROACHES IN LOCAL ENERGY
ASSURANCE PLANNING

Examine assets, capabilities, and risks in assessments of mission-critical facilities.
o Reveals gaps that can provide the business case for additional funding.
Coordinate energy assurance plans with State plans and other cities.
o Team with adjacent towns to coordinate planning.
o Integrate data from the local Energy Assurance Plan into State emergency operations centers and
ESF-12 functions.
o Use State Emergency Operations Plan and Energy Assurance Plan as a template.
Coordinate generator maintenance, testing, and fuel delivery across responsible agencies.
o ldentify characteristics of each generator and repair/replacement priorities prior to capital
improvement requests.
o Determine which critical operations depend on each generator.
o Examine generator contracts for a single point of failure (e.g., one contractor).
Coordinate during an event, which is just as critical as relationship building before one.
o Enables effective prioritization of critical facility restoration, which can speed power line
repairs, for example.
Coordinate during planning and exercises; this reveals previously unknown capabilities of local
partners and options to leverage them.

Open discussion on generators highlighted the U.S. Army Corps of Engineers as a good resource
for information on generators. Many of these resources are located on its website.? The supply
chain for generators and whether or not supply could be sustained during an emergency were
highlighted as areas that are frequently overlooked during planning. Companies supplying
generators may not have the resources to fulfill requirements during a major event.

2 http://www.usace.army.mil/Media/FactSheets/FactSheetArticleView/tabid/219/Article/93/emergency-
power.aspx
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F. Private Sector Energy Assurance Initiatives

Objective: This session highlighted energy-sector planning efforts in coordination with State
and local governments.

Moderator: Joanne Shore, Senior Operations Research Analyst, Office of Policy and
International Affairs, DOE

Panelists:

o Fred Walas, Fuels Technology Manager, Marathon Petroleum Company

o Doug Belden, Vice President and General Manager of Operations, Colonial Pipeline
Company

o Tom Bowe, Executive Director Reliability and Compliance, PJIM Regional Transmission

o Keith Alexander, Emergency Operations Coordinator, Louisville Gas and Electric

e Caryn Bacon, Director of Emergency Preparedness and Business Continuity, PEPCO
Holdings

Discussion

The interface between government and industry is critical. Government depends on industry for
data to perform situational assessments, and industry depends on government to provide the
status of the sector at large.

An important issue facing industry is high turnover. Institutional memory and lessons learned
from past emergencies can be lost. Strong planning and collaboration will help offset the impacts
of turnover.

Panelists discussed the most important energy assurance problems that need to be addressed,
including the following:

e Educating political leadership so they can make informed decisions.

e Improving preparedness for cyber threats. In the electric sector, the DOE/OE maturity
model is proving to be very valuable.

e Public preparedness must be improved, as most end use customers expect electric power
to be restored within six hours. The general public does not understand the challenge of
restoring power and are not prepared for long-term outages.

e Planning is critical. Response plans need to empower employees to perform their
responsibilities in an emergency—even if communications are down.

e Credentialing to gain access to impacted areas for restoration efforts continues to be an
issue.

Pipelines have removed facility location information from websites and have restricted pinpoint
data to avoid them from getting into the wrong hands. It is important, however, to make sure that
the right people can access this important information when needed. One possibility could be for
industry to work with fusion centers to share information. Trust needs to form between
emergency management and the private sector. Industry panelists also described how they have
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responded during energy supply disruptions. Mr. Walas explained that Marathon will coordinate
with the American Petroleum Institute (API) when anticipating a supply issue. The company will
also work with DOE and the U.S. Environmental Protection Agency (EPA) if it expects to
request waivers.

Mr. Belden of Colonial Pipeline noted the company’s highly interconnected pipeline system that
runs from the Gulf Coast to the Northeast through 27 different power company suppliers.
Colonial tries to maintain relationships with those companies to prepare for emergencies and
facilitate restoration efforts. It also brings local-level first responders to visit its facilities and
performs one to two local drills each year, which helps involved stakeholders gain an
understanding of roles and responsibilities. This year’s drill, for example, will be held in
conjunction with the U.S. Coast Guard.

EXAMPLE ENERGY ASSURANCE ACTIVITIES
IN THE PRIVATE SECTOR

Conduct local drills to help cities understand pipeline capabilities and clarify roles and
responsibilities.
Leverage industry information.
o Agency turnover means that industry may have more historical knowledge than States.
o Work with multiple States and have regional situational awareness to help inform States in an
emergency.
Educate city, county, and State officials on private-sector operations, capabilities, and
interdependencies to manage expectations and develop effective responses.
Communicate with customers before an expected outage (e.g., severe weather), if possible, to manage
expectations and share safety information.
Ensure that fuel contracts are guaranteed supply contracts.
o Contractors may be “spot purchasers,” buying fuel at the lowest price; these customers are
the first to be cut off from available supplies.
Increase cybersecurity planning; industry has limited experience in responding to major cyber
attacks.
o Plan for multi-phase, multi-sector attacks.
o Recognize interdependencies: an attack on the communications infrastructure equals an
attack on the power infrastructure.
Plan, drill, evaluate, learn, repeat.

Mr. Alexander of Louisville Gas and Electric stressed the importance of coordination and
relationship building. Due to high rates of turnover, there is a need to constantly develop
relationships with new emergency managers. Ms. Bacon of Pepco explained the importance of
sustained preparedness. The key aspects of sustained preparedness include maintaining lists of
critical facilities and building and maintaining relationships, and drills & exercises. The Mutual
Assistance Program is a valuable tool in moving resources where they are needed. Pepco also
emphasized the importance of educating local leaders on the electric power sector.

Mr. Bowe discussed how his company, PJM Interconnection, has Unity of Command. The
company will establish priorities and re-dispatch personnel as needed. It also has robust
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procedures and technologies, an emergency operations manual, and templates that use common
language. The company also performs regular training and semi-annual emergency drills.

G. Keynote Address- Richard Reed

Richard Reed, Vice President of Preparedness and Resilience Strategy at the American Red
Cross, delivered the keynote luncheon address for the Conference. Each year the Red Cross
responds to thousands of natural and man-made disasters such as hurricanes, floods, hazardous
material spills and other emergencies. The Red Cross is at the front line of providing direct
assistance to citizens affected from these events. Energy supplies are critical to the responses
services they provide and the restoration of energy services directly impacts the length and
nature of their response activities. Mr. Reed provided real-world examples of the impact of
energy assurance in Red Cross response measures and the importance emergency preparedness
in general as well as the importance of energy assurance planning as a component of emergency
preparedness.

H. Infrastructure Interdependencies & Building Community Resiliency

Objective: This panel discussed infrastructure interdependencies and the need to incorporate
energy assurance into “whole community,” all-hazards resiliency planning.

Moderator: Paula Scalingi, President, The Scalingi Group
Panelists:

e Lenny Sharpe, Manager of Business Continuity, Target Corporation

o J. Alan Roberson, Director of Federal Relations, American Water Works Association

¢ John Contestabile, Assistant Program Manager for Homeland Security, John Hopkins
University

o Prudence Parks, Director of Government Affairs and Legislative Counsel, Utilities
Telecom Counsel

Discussion

The Infrastructure Interdependencies and Building Community Resiliency panel addressed the
wide-ranging interdependencies between the energy sector and other sectors. It stressed the
importance of incorporating the “whole community” and integrating energy assurance planning
into broader homeland security planning. As with State, local, and private-sector participants,
these panelists highlighted the importance of building relationships and developing processes
and procedures for sharing information which is critical to getting the data needed to perform a
situational assessment.
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APPROACHES FOR ADDRESSING INTERDEPENDENCIES IN ENERGY
ASSURANCE PLANNING

A cross-agency/cross-State process that involves input from cities, counties, nonprofits, and industry
can clarify, validate, and improve emergency planning.

Risk assessments of critical assets conducted with utilities can reveal unknown or unforeseen
interdependencies.

Preparedness and response efforts need to expand as the event becomes more complex.

A better understanding among the public and policymakers about how the energy sector works is

needed to inform responses that addresses interdependencies.
Know which operations are powered by backup generation and which sectors could be disrupted by
power outages.
o Do generators power all critical functions at a facility? For how long?
o Do highly interdependent sectors (e.g., water and transportation) have the backup power needed to
continue operating? If so, for how long?
Plan for disaster preparedness with a community engagement team.
o Engage police, emergency responders, healthcare workers, energy organizations, and non-traditional
businesses to plan for disasters.
o Test interoperable communications between the private sector and local responders.

As events increase in complexity and scope, the number of organizations involved also increases.
Many of these organizations are not well prepared for emergency response, nor do they have the
resources to participate in emergency exercise. For example, the American Water Association
explained that there are more than 53,000 water utilities in the United States. Many of these are
small companies with minimal resources available for analyzing interdependencies and
emergency response, although they are highly interdependent with other sectors.

Private-sector companies, such as retailers and the food services industry, need accurate
information on energy outages to support their planning and response. For example, retailers will
not supply a store with perishable goods if they know power could be out for an extended period
of time. On the other hand, certain retail outlets are a key component in recovery, serving as
providers of ice, bottled water, generators, and other supplies, and they will be replenished to the
degree possible to aid the community during an energy disruption. Retailers like Target
coordinate with the Federal Emergency Management Agency (FEMA) to understand the impact
of major events and determine if and how they can help in the recovery.

I. Table-Top Exercise

A major element addressed at each of the four regional energy assurance exercises held in 2011
was helping participants walk through a series of energy emergencies specific to their region.
Participants spent considerable time in both plenary and breakout sessions working through the
consequences of the emergencies and identifying their response measures and actions.

As part of the National Energy Assurance Planning Conference, a table-top exercise was
designed to provide participants with a national-level energy emergency. Facilitated discussions
were held within the plenary rather than in separate breakout sessions so that participants would
benefit from hearing the perspectives of all States and localities in attendance, as well as industry
and the Federal government.

The multi-stage energy emergency scenario for the table-top exercise focused on a hypothetical
situation involving increased tensions in the Strait of Hormuz, which, in turn, impacted oil
supplies and increased prices. The second stage of the scenario included tanker explosions that
exacerbated price impacts and concern over supply uncertainties.
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Through facilitated discussion, participants at the conference deliberated how their organizations
would evaluate and respond to the situation, and their own level of preparedness.

When State and local organizations were asked the actions they would take in response to these
events, participants indicated that they would do the following:

Track retail and wholesale prices

Project the impacts of potential shortages and identify contingency plans
Monitor inventories for petroleum products and crude oil

Provide updates to their Governors’ offices

Contact utilities to evaluate adequacy of coal, natural gas, and other energy supplies, and
the near-term ability to withstand a potential petroleum shortage

Increase security at ports, airports, and fuel-storage depots

Check their Energy Assurance Plans for guidelines and take actions as appropriate and
provided for in the plan

Review Energy Assurance Plans for guidelines on communications

Educate the public on taking conservation measures (some participants feared that too
much public outreach could cause panic).

Because of the severity of the petroleum shortage under this scenario, States were asked to
identify contingencies they had in their plans to manage supplies to meet essential public safety
and other critical emergency needs. States identified the following contingencies:

Sixteen States use State Petroleum Set-Asides that set aside a percentage of monthly fuel
supplies to be allocated to priority needs.

Ten States have identified priority end users designated by an emergency declaration to
receive current fuel requirements, which are typically public safety and recovery efforts.

Five States have contracts for emergency fuel supply, which can be developed for State
and local governments to provide additional fuel in a disaster.

Three States manage fuel in storage and develop and maintain additional fuel inventories
as emergency reserves.

Few States have maximized use of alternative-fuel vehicles for priority needs.

The discussion suggested State fleets are an area that some States may wish to more fully address
in their plans.

Federal participants provided examples of Federal agency responses, including the following:
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e Federal government would be collecting and evaluating information for situational
assessment, as well as providing information to the public.

e DOE would be providing other agencies with a situational assessment, conducting due
diligence regarding regulatory waiver requests, if requested, and coordinating with other
agencies on response actions.

e As part of its situational assessment, DOE would be contacting industry, obtaining data
on refinery inventories, assessing fuel supplies, and determining if there was a need to
use supplies from the Strategic Petroleum Reserve. This may involve loaning crude oil to
refineries in exchange for replacing supplies later or issuing a sale of crude oil, if
warranted.

¢ DOE would be coordinating with the International Energy Agency (IEA).

e FEMA’s focus would be on identifying possible cascading impacts and
interdependencies.

o ltis very unlikely that the Federal government would get involved in fuel markets, supply
allocations, or price controls.

When asked if Energy Assurance Plans do address a situation like the one presented in the
scenario, the majority of participants indicated that theirs do. Many plans outline the steps to take
and contacts to initiate in such an event. Others have established thresholds for when and how to
respond. For example, if the emergency could impact 5%-10% of jurisdictional supply, the
situation would be monitored. If a higher level of supply is impacted, increased action would be
taken. Participants felt as if they were more prepared to address this type of emergency as a
result of the energy assurance activities they have implemented over the past two years.

J. Keynote Address — Hank Kenchington

Hank Kenchington, Deputy Assistant Secretary for Research and Development at OE, opened
Day 2 of the conference with an update on the progress of smart grid deployment and
demonstration activities funded under ARRA, and the strategies that will help to sustain those
efforts when Recovery Act funding ends. By 2015, the total combined cost-shared investment in
smart grid ARRA projects will be $7.9 billion, and project leads have already spent about half on
technology deployment and demonstration with promising results. But DOE recognizes that this
investment would be only a small fraction of the total amount needed to transition to smart grid,;
simply funding technology development wouldn't make a lasting impact.

From the outset, DOE developed a holistic approach to smart grid development that focused
ARRA investments on technology deployment and demonstration, interoperability standards,
workforce development, transmission planning, and enhancing state and local energy assurance.
By taking a holistic approach to removing barriers to smart grid technologies and deployment
within the sector, DOE is helping to build a platform for sustained investment well beyond the
ARRA projects.
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OE is now beginning to collect data on smart grid program results to help utilities build a
business case for future investments. For example, though advanced metering demonstration
projects are still early in deployment, some utilities are showing peak load reduction of more
than 40 percent, average customer savings of $200, and reduced outage time following storms.

To continue the momentum in this area, DOE continues to support needed standards
development activities and peer-to-peer workshops across the country to share best practices and
lessons learned. New projects will also make smart grid data meaningful for the average
consumer. Examples include the Green Button Initiative, which provides an interoperable tool
that allows customers to view home electricity usage data on their computers, and an "Apps for
Energy" challenge that encourages developers to design applications that make this data useful
and understandable to the average consumer.

K. Sustaining Energy Emergency Preparedness

Objective: This panel discussed steps State and local governments needed to take in order to
sustain plans and outlined specific efforts to achieve this goal.

Moderator: Glen Andersen, Director of the National Conference of State Legislatures Energy
Program

Panelists:
e Mike Kenel, Homeland Security Specialist, Michigan Public Service Commission
e Jan See, Energy Assurance Manager, Arizona Governor’s Office of Energy Policy
¢ Kaevin Kille, Emergency Planner, Delaware Emergency Management Agency
e Leslie Luke, Program Manager, San Diego Office of Emergency Services
Discussion

A concern among SLEAP grantees is the ability to sustain energy assurance efforts once the
SLEAP grant program is complete. Panelists discussed their efforts to build sustainable energy
assurance activities.

Increasing communication and education on the importance of energy assurance is one method
for sustaining awareness. Newsletters, blogs, websites, and social media are all tools that can
inform others on energy assurance and build a wider base of people knowledgeable about its
importance.
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The ability to provide for ongoing training is important to sustain the energy assurance
capability. Mr. Kenel from Michigan mentioned that they developed a short interactive training
program that is available on a CD and can be used to train new staff.

SUSTAINING PREPAREDNESS

Educate the public on energy assurance measures through various media: newsletters, blogs, Facebook
pages.
Make energy assurance capabilities an intentional part of staff development and promote them to
management.

o Make EA training and exercise development a job description of someone on staff.

o Develop concise, creative exercises that promote retention (e.g. 30-minute online courses, “treasure

hunt” questions that require using WebEOC to respond).

o Askat annual evaluations: How have you contributed to EA goals and emergency management?
Use predictive analysis to obtain new insight into risk management and battle uncertainty.
Leverage Threat and Hazard Identification for Risk Analysis (THIRA) program to assess risks and use
identified gaps as a foundation for future funding.

o Put priorities in place regardless of budget.
Convene a Lifelines Emergency Coordination Group to help develop energy emergency procedures that
address multiple interdependencies.

o Build partnerships with other agencies that can attract funding which meets mutual goals.

Outreach to a larger and more diverse partnership base with other sectors will help sustain
energy assurance planning. For example, Arizona’s Governor’s Office of Energy Policy is
reaching out to the transportation sector to encourage fuel diversity and promote energy
assurance being built into transportation planning. Educating decision-makers on the economic
impact of energy emergencies can help them understand the importance of making energy
assurance planning a priority within their State or locality.

L. Moving Plans to Actions that Build Energy Resiliency

Objective: This session discussed State and local actions and plans to reduce the risks of energy
disruptions by mitigating vulnerabilities and working with the private sector to build a resilient
energy infrastructure.

Moderator: Miles Keogh, Director of Grants and Research, National Association of Regulatory
Utility Commissioners (NARUC)

Panelists

e Thom Pearce, Ohio Public Utilities Commission and Chair of NARUC Staff
Subcommittee on Critical Infrastructure

e Robert A. Amato, Director of Energy Generation, Transmission, and Distribution,
Kentucky Department of Energy Development and Independence
Dan Stowers, Planning Director, Georgia Emergency Management Agency
Robbin Dunn, Public Works Program Coordinator, City of Davenport, lowa
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Discussion

Ohio is taking an iterative approach for moving its Energy Assurance Plans into action. State-
level energy officials have participated in multi-State regional energy assurance exercises, are
working to maintain emergency operations centers, and are increasing their contacts across
relevant organizations. They recognize the need to do more information sharing, as well as
develop and share resource lists with other States and industry.

Mr. Amato of Kentucky stated that maintaining relationships with industry has helped
significantly in managing disruptions and lessening the impact of those disruptions. The State
has organized classes on energy emergencies involving various levels of crises, and it has
involved cabinet-level appointees in those classes. They are developing methods to respond to
cybersecurity concerns, although the State does not have the resources to mitigate all
cybersecurity concerns.

The Georgia Emergency Management Agency and the Georgia Environmental Office have
increased collaboration as part of the energy assurance planning effort. Together they are
working to accomplish several objectives, including establishing a communications network,
updating the State energy profile, drafting an Energy Assurance Plan, exercising the plan,
developing a common operating platform to display energy production and distribution in a GIS
format, and communicating interdependencies.

The City of Davenport, lowa, engaged greater Scott County at the onset of this program. They
are performing a gap analysis and will use a ratings matrix to identify priorities for funding.
They have already identified communication, information sharing, and consistent messaging
needs as a result of the Midwestern regional exercise.

MOVING FROM PLANS TO ACTIONS THAT BUILD ENERGY RESILIENCY

Leverage fusion centers and information-sharing working groups to share information between the
State/Federal government and private sector to reduce risks.
Maintain personal relationships; which takes time for all concerned but helps ensure better situational
awareness and speeds recovery during an event.
o Operate in a continuous state of monitoring. Communicate constantly with energy producers and
providers.
Update the State’s energy profile to accurately reflect how energy is produced, transmitted, and
distributed.
o Develop a common platform that displays this profile across the State and identifies
interdependencies before and during an event.
Conduct direct outreach and education to emergency preparedness partners in other Emergency
Support Functions.
o Don’tplan in a vacuum. Incorporate the Energy Assurance Plan into State EOP to raise the
importance of energy assurance policies and procedures with partners.
Response to cyber disruptions follows the State’s all-hazards approach, but cyber risk mitigation
requires close coordination with security experts in the energy industry and Federal government.
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M. Open Discussion

Over the course of the one-and-one-half-day conference, several themes became apparent in
regard to successful energy assurance planning and implementation, including the following:

Developing good communication protocols to improve effectiveness of Energy
Assurance Plans and operations

Forming established and trusted relationships so plans can be implemented effectively

Managing turnover and learning from past events as part of a continuous approach to
planning, drills, evaluation, and updating procedures

Reviewing contracts and authorities during energy assurance planning to ensure that they
work as expected in an emergency

Knowing backup assets and capabilities that can inform restoration priorities and prevent
surprises during an emergency

Using cross-agency and cross-sector planning to reveal and plan for interdependencies.

In addition, an open discussion was held on the challenges to, and strategies for, sustaining
momentum in energy assurance planning. A key challenge is the fact that energy assurance
planning is competing for resources and attention with numerous other priorities across State and
local governments.

To overcome these challenges, participants identified a number of different options:

Continue the partnership between DOE and NASEO to hold an annual regional exercise
on a rotating basis and a national exercise every two years

Institutionalize energy assurance planning throughout all State planning so that it
becomes a matter of procedure

Establish a link between the Energy Assurance Plans and energy goals within the State
Link Energy Assurance Plans with ESF-12 functions and better engage with industry

Develop and use listserv distribution lists to find out how others are performing energy
assurance, share lessons learned, and foster collaboration

Communicate the cost of energy outages to decision makers and how better preparedness
can help mitigate these economic impacts

Involve key stakeholders from the community, local businesses, nonprofits, and others to
validate Energy Assurance Plans
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Integrate emergency management and energy assurance into curricula.

SUSTAINING ENERGY ASSURANCE CAPABILITIES

Review plans and update every one to two years.
o The Governor could issue an executive order to maintain the plans and capabilities. Public
Utility Commissions could also take corresponding actions.
Require annual updates to State, local, and energy industry contact lists.

Reference the plan in the State’s emergency response plans and part of any ESF-12 Annex.
Include energy assurance-specific duties in position descriptions of staff with those responsibilities.
Require training for new staff and periodic refresher training for existing staff.

Hold annual energy exercises in States, and, if possible, multi-State regional exercise every other
year.

Participants commented on how SLEAP has made a difference in their organizations and
jurisdictions. Examples include the following:

IV.

Arizona — It helped in developing communications with utilities and improved
information sharing.

City of Durango, Colorado — It helped city officials discover how to obtain various types
of fuels in an emergency situation; a gap analysis discovered the need for backup power
in the sewage system.

lowa — It helped in the development of relationships and mutual respect among agencies.

New York — It improved communication within State government and coordination with
the energy industry.

Pennsylvania — It helped to improve communication and coordination with other State
agencies and stakeholders that may not have occurred otherwise.

Utah — It provided resources for a public education campaign (i.e., radio announcements
and wraps on buses) and a joint radio announcement with industry. These announcements
likely reached two-thirds of the State’s population. Also, it helped to identify
interdependencies between ESFs and led to better overall coordination.

Washington — It enabled the State to perform a feasibility study and developed an outage
tracking system.

Conclusions & Path Forward

Jeff Pillon and Alice Lippert closed the conference by providing final remarks. In her final
remarks, Ms. Lippert stressed the accomplishments of SLEAP recipients over the past three
years. They have developed Energy Assurance Plans, outage-tracking mechanisms, State and
local energy profiles, and communication protocols. They have participated in energy assurance
exercises both at the State and regional levels.
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This is the end of one chapter in energy assurance planning and the beginning of another. Now,
States and local government participants working together and collectively can apply the
capabilities they have developed and implement their planning activities as they move forward.
Both DOE and NASEO will continue to support future State and local government energy
assurance planning efforts.
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Appendix One - Conference Agenda

Thursday, June 28, 2012

7:00 a.m. —
8:00 a.m. Conference Registration and Continental Breakfast

Welcome and Opening Remarks
8:00 am. — = Welcome and Introduction — David Terry, Executive Director, National Association of State
8:30 a.m. Energy Officials

= The Honorable Patricia Hoffman, Assistant Secretary, Office of Electricity Delivery and Energy
Reliability, U.S. Department of Energy

Keynote Kick-Off

giig gm: - = Michael Daniel, Special Assistant to the President and Cybersecurity Coordinator, Executive

Office of the President

Energy Assurance Lessons Learned from Planning and Exercises
= Alice Lippert, Senior Technical Advisor, Office of Electricity Delivery and Energy Reliability,
8:45am. - U.S. Department of Energy

s:00am. = Jeffrey Pillon, Director of Energy Assurance, National Association of State Energy Officials
Successful Approaches in State Energy Assurance Planning
A State government panel will highlight energy assurance methods and innovative planning elements
that have been successfully incorporated in State Energy Assurance Plans.
Moderator: Jeffrey Pillon, Director of Energy Assurance, National Association of State
9:00 a.m. — Energy Officials
10:00 a.m. » Regina Erales, Reliability and Emergency Management Coordinator, Public Utility Commission
of Texas
= Robert Mielish, Energy Assurance Program Manager, North Carolina State Energy Office
= Duane Fournier, Utilities Regulation Engineer, lowa Utilities Board
= Mark Anderson, Senior Policy Advisor, Washington Department of Commerce
= Pat Bersie, Emergency Preparedness Planner, Utah Department of Emergency Management
10:00 a.m. —
10:15 a.m. Networking Break
Successful Approaches in Local Energy Assurance Planning
This session will focus on Local Energy Assurance Plans and highlight best practices that have been
used by Local governments.
Moderator: Ronda Mosley, Deputy Executive Director for Research and Government
10:15a.m. — . f
1100 am. Programs, Public Technology Institute

» Michael Licata, Emergency Management Director, City of Windham, Connecticut

= Josh Human, Director, Center for Hazards Research and Policy Development, University of
Louisville

= Lori Herrick, Energy Management Administrator, City of Virginia Beach, Virginia

= Patricia Williams, Deputy Director of Emergency Management and Homeland Security, City of
Denver, Colorado
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Private Sector Energy Assurance Initiatives
This session will highlight energy sector planning efforts in coordinating with State and local
governments.

Moderator: Cherrie Black, Chairman, SLTTGCC and NJ Homeland Security
= Fred Walas, Fuels Technology Manager, Marathon Petroleum Company

11:00 a.m. —
12:00 p.m. = Doug Belden, Vice President and General Manager of Operations, Colonial Pipeline Company
= Tom Bowe, Executive Director Reliability and Compliance, PJIM Regional Transmission
Organization
= David Guy, Director, System Restoration and Dispatch, Louisville Gas and Electric
= Caryn Bacon, Director of Emergency Preparedness and Business Continuity PEPCO Holdings
Inc.
Lunch & Keynote Speaker
19:00 = David Terry, Executive Director, NASEO: Introduction
115 pmr" - * Richard Reed, Vice President of Preparedness and Resilience Strategy, American Red Cross
Infrastructure Interdependencies and Building Communities Resiliency
This panel will discuss infrastructure independencies and the need to incorporate energy assurance into
“‘whole community” all-hazards resilience planning.
115 Moderator: Paula Scalingi, President, The Scalingi Group
2:00 Eﬂ - = Lenny Sharpe, Manager of Business Continuity, Target Corporation
= J. Alan Roberson, Director of Federal Relations, American Water Works Association
= John Contestabile, Assistant Program Manager for Homeland Security, John Hopkins University
= Prudence Parks, Director of Government Affairs and Legislative Counsel, Utilities Telecom
Counsel
Table Top Exercise
2:00 p.m. — = Scenario Setting — Steve Folga, Senior Manager, Infrastructure Assurance Center at Argonne
3:30 p.m. National Laboratory
= Facilitated Discussion - Jack Eisenhauer, President and Chief Executive Officer, Nexight Group
3:30 p.m. — -
350 pum. Networking Break
350 pm. - Table Top Exercise (cont’d)
5:00 p.m. p
. Day One Wrap Up
g;gg B:m: B = Alice Lippert, Senior Technical Advisor, Office of Electricity Delivery and Energy Reliability, U.S.
Department of Energy
?igg E:m:_ State and Local Energy Assurance Showcase, Demonstrations and Displays
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Friday, June 29, 2012

730am. - Continental Breakfast
_ Keynote - Importance of Continued Energy Assurance Planning
3;38 o = Hank Kenchington, Deputy Assistant Secretary for Research and Development, Office of
Electricity Delivery and Energy Reliability, U.S. Department of Energy
Sustaining Energy Emergency Preparedness
This panel will discuss the steps State and Local governments need to take in order to sustain plans,
and preparedness capabilities to respond to energy emergencies and outline specific State and Local
efforts to achieve this goal.
9:00 a.m. — Moderator: Glen Andersen, Program Director for Environment, Energy and
9:45am. Transportation, National Conference of State Legislatures
= Mike Kenel, Homeland Security Specialist, Michigan Public Service Commission
= Jan See, Energy Assurance Manager, Arizona Governor’s Office of Energy Policy
= Kevin Kille, Technological Hazards Emergency Planner, Delaware Emergency Management
Agency
= |Leslie Luke, Group Program Manager, County of San Diego, California
Moving From Plans to Actions that Build Energy Resiliency
This session will discuss State and Local actions and plans to reduce the risks of energy disruptions by
mitigating vulnerabilities and working with the private sector to build a resilient energy infrastructure.
045 . Modergto_r: Miles Keogh, Director of Grants and Research, National Association of Regulatory Utility
10-30 am. Commissioners
= Thomas Pearce, Senior Utility Specialist Public Utilities Commission of Ohio
= Robert Amato, Director of Energy Generation, Transmission, and Distribution, Kentucky
Department of Energy Development and Independence
= Dan Stowers, Planning Chief, Georgia Emergency Management Agency/Homeland Security
= Robbin Dunn, Public Works Program Coordinator, City of Davenport, lowa
osvam. = | Networking Break
Putting it All Together: Recommendations for Continued Action
10:45 am. — This facilitated discussion will examine how State and Local governments can sustain their energy
12:00 p.m. assurance capabilities and options for achieving this goal.
= Jack Eisenhauer, President and Chief Executive Officer, Nexight Group LLC
Conclusions and the Path Forward
12:00 p.m. — = Alice Lippert, Senior Technical Advisor, Office of Electricity Delivery and Energy Reliability, U.S.
12:15p.m. Department of Energy
= Jeffrey Pillon, Director of Energy Assurance, National Association of State Energy Officials
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Name

Appendix Two - Participant List

Organization

Email Address

Last Name

Energy Assurance
Planning . . .
Ryan Abbott Coordinator, Office City of Phll_adelphla, ryan.abbott@phila.gov
Pennsylvania
of Emergency
Management
. Metro Washington
. Environmental . .
Julia Allman Council of jallman@mwcog.org
Planner
Governments
Pennsylvania
David Althoff Manager Department of dalthoff@pa.gov
Environmental
Protection
Director, Energy
Robert Amato Generation and Kentucky Department bob.amato@ky.gov
L for Energy
Transmission
Shravan Amin Associate ICF International samin@icfi.com
. National Conference
Glen Andersen Program Director of State Legislatures glen.andersen@ncsl.org
Energy Assurance Georgia
Kristofor | Anderson 9y Environmental kristofor@gefa.ga.gov
Program Manager . .
Finance Authority
Senior Energy Polic Washington
Mark Anderson or ENergy y Department of mark.anderson@commerce.wa.gov
Specialist
Commerce
: . City of Chicago, . . .
Rey Aquino Project Manager linois reynaldo.aquino@cityofchicago.org
Paul Aresta Energy Program Connecticut Center for aresta@ccat.us
Manager Advanced Technology paresta@ccat.us
Director, Emergency
Caryn Bacon Preparedness and Pepco Holdings, Inc. clbacon@pepcoholdings.com
Business Continuity
. Director, Office of U.S. Department of .
Mitchell Baer Oil and Gas Analysis | Energy mitchell.baer@hg.doe.gov
Denise Ballew Regional Planner IC‘:?)E?]ST Sky Regional denese@landofsky.org
Venkat Banunarayanan | Principal ICF International vbanuna@icfi.com
. Michigan Public _
Robin Barfoot Energy Analyst Service Commission barfootr@michigan.gov
. City of Casper, .
Reed Barr Risk Manager Wyoming rbarr@cityofcasperwy.com
Cara Barrett Project Manager Renewable Fuels charrett@ethanolrfa.org
Association
. Supervisor of .
Denise Beaudoin Contracts, Grants and Utah Office of Energy dbeaudoin@utah.gov
Brems Development
Energy Emergency
Vice President and Colonial Pipeline
Douglas Belden General Manager P dbelden@colpipe.com
. Company
Operations
Susan Belt Senior Planner AMEC Environment susan.belt@amec.com
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and Infrastructure
Stephanie | Berg Duffey Infrastructure Analyst u.s. Department_of stephanie.bergduffey@associates.hq.dh
Homeland Security s.gov
. . . . Puerto Rico Energy .
Luis Bernal Jimenez | Executive Director Affairs Administration luis.bernal @aae.pr.gov
Enerav Emeraenc Utah Division of
Pat Bersie gy gency Emergency pbersie@utah.gov
Planner
Management
. . Energy Management | City of Hamilton, . . .
Timothy Bigler Representative Ohio biglert@ci.hamilton.oh.us
Mississippi
Karen Bishop Interim Director Development kbishop@mississippi.org
Authority
Economist and Montana Department
Jeff Blend Energy Planner of En_wronmental jblend@mt.gov
Quality
Executive Director
Tom Bowe Reliability and PJM Interconnection bowet@pjm.com
Compliance
Natasha Bragg Grants Coordinator PUb.“C Technology nbragg@pti.org
Institute
Ali Brazaitis Analyst BCS, Incorporated Alison.Brazaitis@hqg.doe.gov
. Hazard Mitigation AMEC Environment . .
Jeff Brislawn Lead/Associate and Infrastructure jeff.brislawn@amec.com
Steve Brodsky Senior Director SAIC sbrodsky@rwbeck.com
Manager, Emergency
Mary Brown Services Training and U.S. Department of mary e brown@rl.gov
Energy
Programs
Richard Byrd Lead Hydrologist ’(ilrti);(;)rl]‘aTucson, richard.byrd@tucsonaz.gov
Schweitzer
Larry Camm Policy Analyst Engineering larry_camm@selgs.com
Laboratories, Inc.
Tennessee Department
Brooxie Carlton Director of CDBG of Economic and brooxie.carlton@tn.gov
Community
Development
Virginia Department
Eileen Carson Energy Manager of Mines, Minerals eileen.carson@dmme.virginia.gov
and Energy
Public Utility
Rick Carter Senior Utility Analyst | Commission of rick.carter@state.or.us
Oregon
Senior Ener Montana Department
Paul Cartwright 9y of Environmental pcartwright@mt.gov
Analyst .
Quality
Program Manager .
. . Puerto Rico Energy .
Odin Castillo Energ_y Assurance Affairs Administration ocastillo@aae.pr.gov
Planning
Vaughn Clark Director Oklahoma Department vaughn_clark@okcommerce.gov
of Commerce
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National Association
Christina | Cody Program Officer of Regulatory Utility ccody@naruc.org
Commissioners
Maxwell Cohen SAIC maxwell.l.cohen@saic.com
. U.S. Department of .
Kawana Cohen-Hopkins Homeland Security kawana.cohen-hopkins@dhs.gov
Utility Technical
Casey Coleman Consultant State of Utah ccoleman@utah.gov
Nichole Collins EMA Coordinator Village of _Hoffman nichole.collins@hoffmanestates.org
Estates, Illinois
Assistant Program
Manager, Homeland John Hopkins
John Contestabile Protection Business n Hop John.Contestabile@jhuapl.edu
. University
Area-National
Security Technology
. Infrastructure U.S. Department of .
Brian Copeland Systems Analyst Energy brian.copeland@hg.doe.gov
Senior Research University of Illinois
Kenneth Copenhaver at Chicago, Energy kcopenha@illinois.edu
Analyst
Resources Center
Catherine | Cross Director of Security Phillips66 catherine.cross@conocophillips.com
Chief Electrical Pacific Northwest .
Jeff Dagle Engineer National Laboratory Jeff.dagle@pnnl.gov
Energy Assurance Kentucky Department
Steve Dale Coordinator of Energy steve.dale@ky.gov
Special Assistant to
Michael Daniel the President and the | Executive Office of n/a
Cybersecurity the President
Coordinator
Assistant Peoble's District of Columbia
Laurence | Daniels P Office of the People's | Idaniels@opc-dc.gov
Counsel
Counsel
Laurence | Davenport Managing Partner DC Qroup of South laurence@dcgroupsfl.com
Florida, Inc.
U.S. Department of
Robert Demange Program Analyst Homeland Security robert.demange@fema.dhs.gov
Emergency Manager,
Dwain Deppolder Office of Emergency | City of Peoria, Illinois | ddeppolder@ci.peoria.il.us
Management
. . . Global Energy . . .
Larisa Dobriansky Director Network larisa.dobriansky@gmail.com
North Dakota
Tom Doering Planning SPC Department of ascholl@nd.gov
Emergency Services
David Donovan E??;gttgrand Support Scott County, lowa ddonovan@scottcountyiowa.com
Russell Duncan Private Sector North Carolina State rduncan@nccommerce.com
Section Chief Energy Office '
. Public Works City of Davenport, . .
Robbin Dunn Program Coordinator | Public Works rrd@ci.davenport.ia.us
Larr Duran Risk Assessment Colorado Public lawrence.duran@dora.state.co.us
y Specialist Utilities Commission : ' =
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Last Name Organization Email Address
Emergency
. Management and Public Utilities . .
Regina Earles Reliability Commission of Texas regina.chapline@puc.state.tx.us
Coordinator
. President and Chief . - .
Jack Eisenhaur Executive Officer Nexight Group LLC jeisenhauer@nexightgroup.com
Delaware Department
. Administrative of Natural Resources .
Traci Evans . . traci.evans@state.de.us
Supervisor and Environmental
Control
Charles Fennell Prod_uct Quality ExxonMobil c.s.fennell@exxonmobil.com
Advisor
- Energy Programs Minnesota Department -
Abby Finis Specialist Senior of Commerce abby.finis@state.mn.us
. . Oklahoma
Sharon Fisher Public Utility Rate Corporation s.fisher@occemail.com
Analyst A
Commission
Peter Fitzmaurice Senior Policy Analyst U.S. Department of peter.fitzmaurice@associates.dhs.gov
y y Homeland Security : =
Director, Corporate .
Ellen Foley Communications ISO New England efoley@iso-ne.com
Steve Folga Engineer Argonne National sfolga@anl.gov
Laboratory
. . . City of Asheville, .
David Foster Assistant Director North Carolina dfoster@ashevillenc.gov
Duane Fournier g;glitr::rRegulatlon lowa Utilities Board duane.fournier@iub.iowa.gov
Kenneth Friedman Senl_or Policy U.5. Department of kenneth.friedman@hg.doe.gov
Advisor Energy
Karl Frost Energy Emergency A!a'?"!ma Energy karl.frost@adeca.alabama.gov
Coordinator Division
Steven Fruchtman Regional Practice SAIC Steven.fruchtman@saic.com
Manager
Steve Gardner Project Manager iMapData Inc. sgardner@imapdata.com
Brittany Garlington Event Planner BCS, Incorporated bgarlington@bcs-hg.com
Laura Gehlin Senior Analyst SAIC laura.gehlin@saic.com
. . Oklahoma
Holly George A_ctlng Director of Corporation h.george@occemail.com
Finance L
Commission
Technologv-to- Advanced Research
Josh Gould 9y Projects Agency - josh.gould@hg.doe.gov
Market
Energy
Mike Graff Energy Analyst State of Michigan graffm@michigan.gov
Ken Green Senior Vice President | BCS, Incorporated kgreen@bcs-hg.com
. . City of Lakewood, .
Mike Greenwell Police Sergeant Colorado mikgre@lakewoodco.org
. Public Outreach South Carolina Energy .
Rebecca Griggs Coordinator Office rgriggs@energy.sc.gov
ESF-12 Regional U.S. Department of
Robert Gross Coordinator Energy robert.gross@hg.doe.gov
Casey Groves U.S. Department of casey.groves.ctr@osd.mil
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First

Last Name Organization Email Address
Name
Defense
Director-Security and | American Fuel and
Jeff Gunnulfsen Risk Management Petrochemical jaunnulfsen@afpm.org
Issues Manufacturers
Director, System
David Guy Restoration & LGng KU Energy david.quy@Ilge-ku.com
: Services
Dispatch
Major Storm Progress Ener
Jim Guzman Workplan g 9y jimmy.guzman@pgnmail.com
. Florida
Coordinator
Wade Hammond Police Lieutenant Wheat Ridge Police mstodden@ci.wheatridge.co.us
Department
Jay Hanna Engineer U.S. Department of joseph.hanna@netl.doe.gov
Energy
Logistics
Nathan Harvey Management U.S. Department of nathan.harvey@hq.doe.gov
Y Energy
Specialist
. . . Puerto Rico Energy .
Richard Hemphill Attorney Advisor Affairs Administration rhemphill@aae.pr.gov
Administrative Oklahoma
Susan Hendrick . Corporation s.hendrick@occemail.com
Assistant S
Commission
Tennessee Department
Brian Hensle Grants Program of Economic and brian.hensley@tn.gov
y Director Community : :
Development
. . - City of Virginia .
Lori Herrick Energy Administrator Beach, Virginia LHerrick@vbgov.com
. Mississippi
Janis Hill Asspmate Manager Development jhill@mississippi.org
Senior :
Authority
- Oklahoma
Tonya Hinex-Ford Public Utility Rate Corporation t.hinex-ford@occemail.com
Analyst IV -
Commission
Emergency .
Terry Hoecker Operations City of Durango, hoeckertl@ci.durango.co.us
. Colorado
Coordinator
Assistant Secretary,
L Office of Electricity U.S. Department of .
Patricia Hoffman Delivery and Energy | Energy patricia.hoffman@hg.doe.gov
Reliability
Emergency
Lindsey Holman Management Witt Associates lholman@wittassociates.com
Consultant
. Office of City of Raleigh, North | . .
Cindy Holmes Sustainability Carolina cindy.holmes@raleighnc.gov
Harold Hommes Energy Assurance IOW‘?‘ Department of harold.hommes@iowaagriculture.gov
Coordinator Agriculture
. Infrastructure Policy | Public Utility L
Jennifer Hubbs Analyst Commission of Texas jennifer.hubbs@puc.state.tx.us
Josh Human Director Unl\_/er§|ty of josh.human@Ilouisville.edu
Louisville
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Organization

Email Address

Last Name

Holmes Hummel Senl_or Policy U.S. Department of Holmes.Hummel @hg.doe.qov
Advisor Energy
Director, Planning
David Hunt and Technical CRA, Inc. dhunt@CRA-USA.net
Assistance
. Statistical Nebraska Energy .
Doris Jansky Analyst/EEAC Office doris.jansky@nebraska.gov
Jim Jewell Analyst U.S. Department of James.jewell@in.doe.gov
Energy
Director. Ener Massachusetts
Birud Jhaveri ' gy Department of Energy | birud.jhaveri@state.ma.us
Markets
Resources
Eric Johnson 2;2?:? External ISO New England ejohnson@iso-ne.com
Senior Program U.S. Department of
Jon Juette Administrator Energy Jon.Juette@hg.doe.gov
New York State
. Associate Project Energy Research and
ask@nyserda.org
Andrew Kasius Manager Development ask@nyserda.or
Authority
Karl Kassner Firefighter/Paramedic C'tY of \_/|sa||a, kkassner@ci.visalia.ca.us
California
William Keene Senior Energy SAIC keenewi@saic.com
Analyst
Program and Polic Public Service
Andrew Kell g y Commission of andrew.kell@wisconsin.gov
Analyst . ;
Wisconsin
Project California Ener
Elizabeth | Keller Manager/Energy c - 9y rkeller@energy.state.ca.us
ommission
Analyst
Matthew Kemnitz Energy Assurance North Caro!ma State mkemnitz@nccommerce.com
Planner Energy Office
Deputy Assistant
. Secretary for U.S. Department of .
Hank Kenchington Research and Energy Henry. Kenchington@hg.doe.gov
Development
. Homeland Security Michigan Public _
Michael Kenel Specialist Service Commission kenelm@michigan.gov
. Director of Grants National Associa_ti_o n
Miles Keogh and Research of Reggla_tory Utility mkeogh@naruc.org
Commissioners
. Vice President and The Scalingi Group, . -
Gerald Kiernan Research Director LLC gkiernan@scalingigroup.com
. . Emergency Delaware Emergency S
Kevin Kille Planner/Supervisor Management Agency kevin.kille@state.de.us
Hillar King Junior Hazard AMEC Environment hillary.king@amec.com
y Mitigation Planner and Infrastructure : :
. . Communications . . .
Lindsay Kishter Specialist Nexight Group IKishter@nexightgroup.com
Ronald Kolpa Envwonmentgl Argonne National rkolpa@anl.qov
Systems Engineer Laboratory
Peter Konesky Energy Program Nevada State Office of | pkonesky@energy.nv.gov
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Last Name Organization Email Address
Manager Energy
Christoph Kroot Enterprise GIS State of Maine christopher.kroot@maine.gov
er Analyst
. City of Ansonia, . .
Eileen Krugel Connecticut ekrugel @cityofansonia.com
Sara Krupa Coastal Resource Louisiana Department sara.krupa@la.qov
P Scientist of Natural Resources HTUp g
Katherine | Kweder Project Manager LEJhi.r;/epartment of katherine.kweder@netl.doe.gov
- Oklahoma
Larry Lago Utility Regulatory Corporation l.lago@occemail.com
Analyst hae
Commission
Sam Lee Division Director Utah Fuel Network samlee@utah.gov
Ward Lenz Director North Caro! ina State wlenz@nccommerce.com
Energy Office
. Optimization LP Marathon Petroleum S
Brad Levi Manager Company LP bjlevi@marathonpetroleum.com
Meaan Lev Director-Local Wisconsin State megan.levy@wisconsin.qov
g y Energy Programs Energy Office gan.levy -0
Fire .
Michael Licata Marshal/Emergency '(Eg\rl]v:egl‘iéll\ﬁndham, mlicata@windhamct.com
Management Director
. . Senior Technical U.S. Department of L
Alice Lippert Advisor Energy alice.lippert@hqg.doe.gov
. Superintendent of City of Newark, New . .
Richard Lopez Public Works Jersey lopezr@ci.newark.nj.us
Federal Program
Anthony Lucas Manager ESF-12 U.S. Department of anthony.lucas@hg.doe.gov
ISER Energy
. Group Program County of San Diego, .
Leslie Luke Manager California Leslie.Luke@sdcounty.ca.gov
Emergency .
Cory Lyman Management galt Lakg City cory.lyman@slcgov.com
. orporation
Program Director
Florida Department of
Alexander | Mack Progr_ar_n Agriculture and_ alexander.mack@freshfromflorida.com
Administrator Consumer Services
Office of Energy
Emily Maffett grc)):;irgluiztlcatlons Nexight Group LLC emaffett@nexightgroup.com
U.S. Department of
Sarah Mahmood Program Manager Homeland Security sarah.mahmood@dhs.gov
Leah Malone Infrastructure _ Argonne National ltalaber @anl.aov
Research Associate Laboratory
. . Planning Program Tri-County Regional . .
Maggie Martino Manager Planning Commission mmartino@tricountyrpc.org
. Environmental New Jersey Board of . .
John Masiello Engineer 2 Public Utilities John.Masiello@bpu.state.nj.us
U.S. Department of
Ben Mayo Program Analyst Homeland Security ben.mayo@dhs.gov
Donald Mazuchowski Electric Operations Michigan Public mazuchowskid@michigan.gov
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Organization

Email Address

Last Name

Manager Service Commission
Maryland Energy .
Josh McClelland Program Manager Administration jmcclelland@energy.state.md.us
. Infrastructure U.S. Department of . -
John Mcllvain Systems Analyst Energy john.mcilvain@hg.doe.gov
Louisville/Jefferson
. . Resource/Mitigation | County Metro . . L
Jim McKinney Coordinator Emergency jim.mckinney@Ilouisvilleky.gov
Management Agency
ESF-12 Alt. Regional .
Robert McLeod Coordinator (Region U.S. Department of Robert.McLeod@PNSO.science.doe.go
X) Energy \
Oklahoma State
Kylah McNabb Program Manager Energy Office kylah_mcnabb@okcommerce.gov
Eneray Proiect Baltimore City
William Merritt gy "ro] Department of bill.merritt@baltimorecity.gov
Manager .
General Services
Hans Mertens Director Vermont Public hans.mertens@state.vt.us
Service Department ) —
Protective Security
Randy Middlebrook Advisor for U.S. Department_of randy.middlebrook@dhs.gov
Homeland Security
Infrastructure
Robert Mielish Energy Assurance North Caro!ma State bmielish@nccommerce.com
Program Manager Energy Office
Chairman, Energy,
Philip Mihlmester Environment and ICF International pmihlmester@icfi.com
Transportation
. Associate, Policy, Colorado Energy . .
Jonathan Miller Regulatory, Outreach | Office jonathan.miller@state.co.us
Donald Milsten President State Service Program | stateserve@aol.com
Manager, Energy Michigan Public L
Alexander | Morese Data and Security Service Commission moresea@michigan.gov
Ronda Mosley A_SS|stant Executive Pub_llc Technology rmosley@pti.or
Director Institute
Director, Pantex Texas State Energy
Roger Mulder Program Conservation Office roger.mulder@cpa.state.tx.us
Derlin Munoz Communications Puerto Rico Energy puertoricoeneraetico@amail.com
Gonzalez Director Affairs Administration :
. Vermont Emergency
Ross Nagy Deputy Director Management ross.nagy@state.vt.us
L. Delaware Division of L
Crystal Nagyiski Program Manager Energy and Climate crystal.nagyiski@state.de.us
Rajiv Narielwala Mzechanlcal Engineer glflfr;::)és State Energy rajiv.narielwala@illinois.gov
. . Environmental City of Lakewood, .
Brian Nielsen Services Manager Colorado brinie@lakewood.org
Energy Polic Washington
Greg Nothstein 9y y Department of greg.nothstein@commerce.wa.gov
Specialist
Commerce
- . Louisiana State -
Patricia Nussbaum Engineer 4 Energy Office Patricia.Nussbaum@]Ia.gov
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Last Name

Organization

Email Address

Thomas O'Connor Principal ICF International toconnor@icfi.com
National Association
Garth Otto Project Manager of State Energy gotto@naseo.org
Officials
Lauren Palmer Assistant City City of Manhattan, palmer@cityofmhk.com
Manager Kansas
Director of
Government Affairs Utilities Telecom
Prudence | Parks and Legislative Council prudence.parks@utc.org
Counsel
Robert Parolisi Energy Manager \C/(i)rgir:;nwealth of robert.parolisi@dmme.virginia.gov
Facilities and City of Raleigh, North .
Doug Pearce Operations Carolina doug.pearce@raleighnc.gov
Senior Technical National Association
Thomas Pearce - - of Regulatory Utility thomas.pearce@puc.state.oh.us
Policy Specialist o
Commissioners
Director, Argonne National
Jim Peerenboom Infrastructure g jpeerenboom@anl.gov
Laboratory
Assurance Center
Andrew Petrow Senior Project ICF International apetrow@icfi.com
Manager
Emergency .
Audrey Pierce Management Salt Lake City audrey.pierce@slcgov.com
. Corporation
Assistant
Director of Energ National Association
Jeffrey Pillon y of State Energy jpillon@naseo.org
Assurance -
Officials
. U.S. Department of .
James Plehal Advisor Homeland Security james.plehal@dhs.gov
. - Idaho Office of L .
Jennifer Pope Energy Specialist Energy Resources jennifer.pope@oer.idaho.gov
. . AMEC Environment .
Cindy Popplewell Project Manager and Infrastructure cindy.popplewell@amec.com
Federal Emergency
Paul Preusse Response Director Management Agency | paul.preusse@dhs.gov
Region V
Michael Rafferty Group Manager fsgobs Consultancy, mike.rafferty@jacobs.com
. Vice President of . .
Kari Ramsby Client Management iMapData Inc. kramsby@imapdata.com
David Randle Technical Permitting Railroad Commission david.randle@rrc.state.tx.us
of Texas
. . - U.S. Department of :
Ann Ratliff Security Specialist Homeland Security ann.ratliff@hg.dhs.gov
Vice President of
Richard Reed Preparedness and American Red Cross Richard.Reed@redcross.org
Resilience
Emergency . .
Derrick Remer Management City qf Raleigh, North derrick.remer@raleighnc.gov
4 Carolina
Coordinator
Douglas Renier Principal Planner Minnesota Department | doug.renier@state.mn.us
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Organization

Email Address

Last Name

of Commerce
: Senior Counsel - L
Christoph Rhodes Emergency Response Public .Ut.'l't'es . Christopher.rhodes@puc.state.oh.us
er A Commission of Ohio
Coordinator
Alan Roberson Director of Federal American Water aroberson@awwa.org
Relations Works Association )
Gary Robertson Assistant Director Utah Fuel Network garyrobertson@utah.gov
Loren Robertson Executive Director Fort Wayne Public loren.robertson@ci.ft-wayne.in.us
Safety Academy
Enerav Proaram North Dakota
Jeff Rotenberger gy Frog Department of jprotenberger@nd.gov
Manager
Commerce
Gail Royster Program manager Edls_on Electric groyster@eei.org
Institute
. Business Continuity | Tri State Generation .
David Sayles Analyst and Transmission dsayles@tristategt.org
. West Virginia .
John Saymansky Assistant Professor University jsaymans@wvu.edu
Paula Scalingi President The Scalingi Group scalingigroup@comcast.net
. - Public Utilities .
Krystina Schaefer Administrator Commission of Ohio krystina.schaefer@puc.state.oh.us
Energy Assurance American Samoa
David Schaller 9y Territorial Energy daschaller@yahoo.com
Manager .
Office
. - Emergency City of Raleigh, North . - .
Marianne | Schilling Management Carolina marianne.schilling@raleighnc.gov
Emergency . .
Daniel Searfoorce Preparedness Pe_npsylvama Fupllc dsearfoorc@pa.gov
. Utility Commission
Coordinator
Enerav Assurance Arizona Governor's
Janice See 9y Office of Energy jsee@az.gov
Manager .
Policy
Emergency
John Shaner Management Pepco Holdings jlshaner@pepcoholdings.com
Manager
Manager - Business
Lenny Sharpe Continuity Target lenny.sharpe@target.com
Management
Joanne Shore Senior Analyst LEJr.]i.r;/epartment of joanne.shore@hg.doe.gov
Neil Sobin Operations Analyst iMapData Inc. nsobin@imapdata.com
Environmental and .
Joel Sonkin Energy Services City of Newark, New sonkinj@ci.newark.nj.us
. Jersey
Director
Energy Assurance Office of Regulatory
Gene Soult Specialist Staff gsoult@regstaff.sc.gov
Manager, Energy Montana Department
Brian Spangler Planning and of Environmental bspangler@mt.gov
Renewables Quality
Shemika Spencer Grants and Program National Association sspencer@naseo.orq
P Manager of State Energy )
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Last Name Organization Email Address
Officials
Pacific Northwest .
James Spracklen Program Manager National Laboratory james.spracklen@pnnl.gov
. - - Public Utilities :
Amanda Stallings Utility Specialist Commission of Ohio amanda.stallings@puc.state.oh.us
City of Asheville, .
Mark Stevens Fleet Manager North Carolina mstevens@ashevillenc.gov
. . . Georgia Emergency
Daniel Stowers Planning Director Management Agency dan.stowers@gema.ga.gov
Emergenc Georgia
Aaron Strickland gency Power/Southern abstrick@southernco.com
Operations Director
Company
Sturtz Public
Kristi Sturtz President Management Group, kristi@sturtzpmg.com
LLC
Sosina Tadesse Program Manager gr.i.r;lepartment of sosina.tadesse@dc.gov
Energy Sector
Erika Tedder Coordination Council | State of Utah etedder@utah.gov
Co-Chair
National Association
David Terry Executive Director of State Energy dterry@naseo.or
Officials
. Senior Health U.S. Department of .
Lori Thomas Physicist Energy Lori.Thomas@hqg.doe.gov
Office of City of Raleigh, North .
Paula Thomas Sustainability Carolina paula.thomas@raleighnc.gov
Robert Thomas Energy Project City of Newark, New thomasr2@ci.newark.nj.us
Manager Jersey
Virginia Department
Thomas Thompson Energy Manager of Mines, Minerals thomas.thompson@dmme.virginia.gov
and Energy
State Energy Program New Hampshire
Susan Thorne gy Frog Office of Energy and susan.thorne@nh.gov
- Energy Assurance .
Planning
Chairman, Senate
Ross Tolleson Natural Resources Georgia State Senate ross.tolleson@senate.ga.gov
and the Environment
Federal External
Jeff Turcotte Affairs ISO New England jturcotte@iso-ne.com
Representative
Kari Valentine Mitigation Planner AMEC Environment kari.valentine@amec.com
and Infrastructure
Fred Walas Fuels Technology Marathon Petroleum fawalas@marathonpetroleum.com
Manager Company
Suzanne Walker FaC|I|t|_e5 and City o_f Raleigh, North suzanne.walker @raleighnc.qov
Operations Carolina
Stuart Wallace Senior Planner Witt Associates swallace @wittassociates.com
Arthur Walsh Senlqr I_Exermse UsS. Department_of Arthur.Walsh@associates.dhs.gov
Specialist Homeland Security
Mark Want Energy Planner g?}l’l\é Z" State Energy mwant@dbedt.hawaii.gov
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First
Name

Organization

Email Address

Last Name

Federal Project U.S. Department of
Ryan Watson Manager Energy ryan.watson@netl.doe.gov
Assistant People's District of Columbia
Jennifer Weberski P Office of the People's | jweberski@opc-dc.gov
Counsel
Counsel
. . Energy Development | West Virginia . .
Bill willis Specialist Division of Energy bill.g.willis@wv.gov
Deputy Director of City of Roswell,
Mark Wolff Public Works Georgia mwolff@roswellgov.com
Danny Wristen Battalion Chief City of \./'Sﬂ"a’ dwristen@ci.visalia.ca.us
California
Federal Emergency
Gus Wulfkuhle Planner Management Agency | gustav.wulfkuhle@dhs.gov
Region V
Mary Ann | Young Program Director :\E/Ir::?g;” Division of maryann.young@dnr.mo.gov
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