PRIVACY IMPACT ASSESSMENT: SPRO - Physical Security Major Application

smbers

PIA Template Version 3 — May, 2009

Department of Energy

“the Public?

Privacy Impact Assessment (P1A)

Guidance is provided in the template. See DOE Order 206.1, Department of Energy Privacy Program,
Appendix A, Privacy Impact Assessments, for requirements and additional guidance for conducting a
PIA: hitp://www.directives.doe.gov/pdfs/doe/doetext/neword/206/02061 .pdf

MODULE | — PRIVACY NEEDS ASSESSMENT

Date July 21, 2009

Departmental Office of Fossil Energy

Element & Site Strategic Petroleum Reserve Office — New Orleans, LA 70123
Name of Information

System or IT Project Physical Security Major Application (PSMA)

Exhibit Project UID |UPI Code: 019-20-02-00-02-5000-00

New PIA X
Update

Name, Title Contact Information

Phone, Email

G. R. Shutt, Assistant Project Manager, (504) 734-4339

» Technical Assurance -
System Owner Rick.Shutt@spr.doe.gov
Local Privacy Act  [Deanna Harvey, Program Analyst (504) 734-4316
Officer Deanna.harvey@spr.doe.gov
Cyber Security Allen Rome, Cyber Security Program Manger (504) 734-4482
Expertreviewing this Allen.Rome@spr.doe.gov

pertre _ g Chris Shipp, Information System Security
document (e.g. ISSM, M
CSSM, 1SS0, etc.) anager (504) 734-4905
R e Chris.Shipp@spr.doe.gov
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PRIVACY IMPACT ASSESSMENT: SPRO - Physical Security Major Application
PIA Template Version 3 — May, 2009

MODULE | - PRIVACY NEEDS ASSESSMENT

(504) 734-4334

Person Completing | Geoff Michelli, Information System Security . -
this Document Officer Geoff.Michelli@spr.doe.gov

The SPR PSMA manages the physical access control and facility alarm systems at

Purpose of the SPR. Proprietary applications provide this functionality.

Information System . . ]
or IT Project The SPR does not collect information about members of the general public. All Pl

information relates to current and former employees and contractors, and only as
relates to information needed to conduct business operations.

[C] SSN Social Security number

[] Medical & Health Information e.g. blood test results
[ Financial Information e.g. credit card number
Clearance Information e.g. "Q"

Type of Information | [] Biometric Information e.g. finger print, retinal scan
Collected or
Maintained by the [J Mother's Maiden Name
System:
X DoB, Place of Birth

X Employment Information
(O Criminal History

DJ Name, Phone, Address

[] Other - Please Specify

Has there besn any attempt to verify Pll does not exist on the YES

system?

DOE Order 208.1, Department of Energy Privacy Program, defines Pll as
any information collected or maintained by the Department about an individual,
Including but not fimited to, education, financial transactions, medical history
-and:criminal-or employinent history, and information that can be used to
dlstingulsh or trace an:individual’s Identity, such as his/her name, Social

- Security:-number, date &nd place of birth, mother's- maiden name, blometric
 data; andiincluding any-other personal-information that Is linked or linkable to a
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MODULE | - PRIVACY NEEDS ASSESSMENT

specific individual.
If “Yes,” what method was used to verify the system did not PII Risk Assessment was
contain PlI? (e.g. system scan) completed.
Threshold Questions
1. Doss system contain (colléct and/or maintain), or plan to YES
contain any information about individuals?
2, Is the information in identifiable form? YES

YES (not the general public, former
federal and contractors only)

YES

3. Is the information about individual Members of the Public?

4. Is the information about DOE or contractor employees? X] Federal Employees
X Contractor Employees

If the answer to all four (4) Threshold Questions is "No," you may proceed to the signature page of
the PIA. Submit the completed PNA with signature page to the CPO.

Module il must be completed for all systems if the answer to any of the four (4) threshold
questions is “Yes.” All questions must be completed. If appropriate, an answer of N/A may be
entered.

The goal of the threshold questions is to legitimately and efficiently determine whether additional
assessment is necessary. If there is doubt, it is in the System Owner’s best interest to complete
Module Il.

PlAs affecting Members of the Public are posted on the DOE Privacy website. For this reason, PlAs
affecting Members of the Public should be written in plain language and at a high level so they are
easily understandable and do not disclose sensitive information.

END OF PRIVACY NEEDS ASSESSMENT
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PRIVACY IMPACT ASSESSMENT: SPRO - Physical Security Major Application
PIA Template Version 3 — May, 2009

MODULE Il - Pl SYSTEMS & PROJECTS

AUTHORITY, IMPACT & NOTICE

1. AUTHORITY

What specific authorities
authorize this system or
project, and the associated
collection, use, and/or
retention of personal

Department of Energy Authorization Act, Title 42, United States Code
(U.S.C), Section 7101 et.seq., 50 U.S.C. 2401 et seq.; Freedom of
Information Act, 5 U.S.C. 552; and Privacy Act, 5 U.S.C. 552a.

As provided in DOE O 206.1, “The Privacy Act allows an agency to
maintain information about an individual that is relevant and
necessary to the purpose of the agency as required by statute or by

information? Executive Order of the President.”
. CONSENT
What opportunities do During the hiring process SPR collects mandatory information from

individuals have to decline to
provide information (e.g.
where providing information
is voluntary) or to consent
only to particular uses of the
information (other than
required or authorized uses)?

employees. To be granted access to SPR facilities, the applicant must
provide all required personal information and go through the
background investigation. Most information obtained during the hiring
process is not voluntary, but is only used for authorized business
purposes.

3. CONTRACTS

Are contractors involved with
the design, development and
maintenance of the system?
if yes, was the Privacy Order
CRDor Privacy Act clauses
included In their contracts?

YES

4. IMPACT ANALYSIS:

How does this project or
information system impact
privacy?

Technical, physical, and administrative controls are used to minimize
the possibility of unauthorized access, use, or dissemination of the
data in the system. Data is only used by authorized personnel for
authorized business purposes. The system also has had a full
certification and accreditation.
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MODULE Il - PlIl SYSTEMS & PROJECTS

5. SORNs

How will the data be
retrleved? Can PIl be
retrleved by an identifier (e.g.
name, unique number or
symbol)?

If yes, explain, and list the
identifiers that will be used to
retrieve information on the
individual.

Data can be retrieved by using the following identifiers: name, date of
birth, badge number, and employment status.

6. SORNs

Has a Privacy Act System of
Records Notice (SORN) been | Federal Register, Vol. 74, No. 6, Friday, January 9, 2009
published in the Federal Energy Department, Privacy Act; System of Records

Register?

If "Yes,” provide name of
SORN and location in the
Federal Register.

DOE-63 Personal Identity Verification (PIV) Files

7. SORNs

If the information system is
being modified, will the N/A
SORN(s) require amendment
or revision?

DATA SOURCES
8. What are the sources of
information about individuals

in the information system or
project?

Data is collected by a Personal Identity Verification (PIV) authorized
agency, along with SPR security specialists.

9. WiIll the information system
derive new or meta data NO
about an individual from the
information:collected?

10. Are the ;&ata :elementé . _
‘described in detail and YES, at the business application level.

documented?
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PRIVACY IMPACT ASS

ESSMENT: SPRO - Physical Security Major Application

PIA Template Version 3 — May, 2009

MODULE Il - Pl SYSTEMS & PROJECTS

DATA USE

11. How will the Pll be used?

The protected Pll is used by DOE employees and contractors for
physical access control.

12. If the system derives meta
data, how will the new or
meta data be used?

Will the new or meta data be
part of an individual's
record?

N/A

13. With what other agencies or
entities will an individual's
information be shared?

Reports

produced about individuals
or contain an individual’s
data?

14. What kinds of reports are

None

Personnel security staff can generate reports that show access times
of employees with PIV cards.

15. What will be the use of these
reports?

Management will use the reports for oversight of employee entry and
exit at SPR facilities.

16. Who will have access to
these reports?

Monitoring

17. Will this information system

Personnel security, system administrators, and cyber security.

SPR facility. It will also be able to determine if an employee is

information system is used to identi

‘prevent unauthorized
monitoring of individuals?

ﬁ:::;’f; t||;:ac;p:|::2%:%m presently located within an SPR facility, however it does not provide
IndIVIdt;als? ! the capability to locate an employee within the facilities.
18. What kinds of information are N/A
collected as a function of the
monitoring of individuals?
19, Are controls implemented to YES
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PRIVACY IMPACT ASSESSMENT: SPRO - Physical Security Major Application
PIA Template Version 3 — May, 2009

MODULE Il - PIl SYSTEMS & PROJECTS

DATA MANAGEMENT & MAINTENANCE

20. How will records about
individuals be kept current
and verified for accuracy,
relevance and completeness?
include Pll data collected
from sources other than DOE
records.

All data is user provided and is part of the PIV card issuance process.
Personnel security staff use internal controls and processes to ensure
data currency. PIV card re-issue keeps data current. Also, the SPR
badging system maintains a list of authorized personnel and is
updated when an employee is terminated. The employee list is
pushed out nightly and SPR personnel must compare it to the badging
system.

21. If the information system is
operated in more than one
site, how will consistent use
of the information be ensured

at all sites?

Retention & Disposition

22. What are the retention
periods of data in the
information system?

The SPR PSMA is operated at all five (5) SPR sites. Only trained
security force, administrators and cyber security personnel will be able
to access the information system at any site. Synchronization
software is planned to keep system data consistent between the sites.

Retention periods are determined by applicable laws and RIDS.

23. What are the procedures for
disposition of the data at the
end of the retention period?

ACCESS, SAFEGUARDS & SECURITY

24. What controls are in place to
protect the data from
unauthorized access,
modification or use?

GSA approved shredders along with shred drop bins are used to
dispose of sensitive unclassified paper documents (SUI, OUO, etc).
Approved processes for clearing, purging, and destroying storage
media have been developed and are documented in the SSP.
SPRPMO Help Desk or Cyber Security provides oversight of the
process as required.

Technical and procedural controls as defined in the System Security
Plan (SSP) protect the data on this information system. In addition,
there is limited physical and logical access to this system.

25. Who will have access to Pli
data?

Security specialists and system administrators are the only personnel
allowed to access or modify data in the course of their official duties.
Cyber security provides oversight of the information system.

26. How Is access to Pll data
determined?

User's access is restricted based on functional role, user account, and
data required to perform official duties.
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MODULE Il - Pl SYSTEMS & PROJECTS

27. Do other information systems
share data or have access to | NO
the data in the system? If yes,
explain.

28. For connecting information
systems, is there an
r;:;g:‘:&c(tgx)so?:tm N/A, PIll data is not shared with any connecting system.
agreement between System
Owners to ensure the privacy
of individuals is protected?

29. Who is responsible for
ensuring the authorized use
of personal information?

System Owner

END OF MODULE Il
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PIA Approval | Original Copy Signed and On File
Slgnatures with the DOE Privacy Office




