e Division Name
e U.S. Department of Energy
e Office of the Associate CIO for Cyber Security
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Gain Understanding and Working Knowledge of:

« AO Authority, Role and Responsibilities

« AQO Structure

= Key Cyber Security Terms

e Cyber Security Program Management Structure
« Policy Hierarchy

z Risk Management Framework and Certification &
Accreditation Process Relationship

Accreditation Forms, Boundaries, Common Controls
and Inheritance

= AO C&A Package Review
= Accreditation Decision
z Continuous Monitoring
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Authorizing Official (AO)

» Senior DOE Managers are AOs by DOE Order
Can delegate AO authority to other Federal
Employee(s)

Delegation must be in writing — by name or position
Delegated AO cannot re-delegate the authority

AO authority covers all Operating Units under his/her
jurisdiction


Presenter
Presentation Notes
DOE O 205.1B defines the Senior DOE Managers and designates them as AOs

Explain during the presentation what Senior DOE Manager refers to…Under Secretaries, NNSA Administrator, Energy Information Administration, Power Marketing Administration, and the Chief Information Officer (CIO).



Office of the
Chief Information Officer

The AO Is

» Responsible for Protection of Information and
Information Technology for the DOE

» Responsible for Oversight of Operating Unit Cyber
Security Program which includes
» DOE Organizations
» Contractors
» Sub-contractors

» Fully accountable for information system operation at an
acceptable level of risk


Presenter
Presentation Notes
Operating Unit Cyber Security Program oversight may include: 
-Approving System Security Plans
-Approve System Test and Evaluation procedures
-Approve sanitization processes and tools
-Process deviations
Approve or disapprove Equivalencies (variances)
Recommend approval – disapproval of Exemptions to Senior DOE Manager




Office of the
Chief Information Officer

» Responsible for Incident Management
Implementation

» Assign or assist with assigning appropriate incident
characterization

» Ensure incidents are categorized and reported in
accordance with incident reporting requirements

> Provide incident coordination with law enforcement
other DOE organizations


Presenter
Presentation Notes




Office of the

Chief Information Officer
DOE O 205.1B

Senior DOE Managers = AO (may delegate)
NNSA, Energy, Science, EIA, PMA, DOE CIO

—_——— — — — —————

Energy | | Science | | PMA
RMA | IRMA | IRMA

I
I
______ r— sl e



Presenter
Presentation Notes
RMA = Risk Management Approach as defined in DOE O 205.1B.  Note: Some SDMs may still have legacy Program Cyber Security Plans or PCSPs.  These documents serve as ‘umbrella’ documents that define how the organization implements the CSP.  


Office of the
Chief Information Officer

» Operating Unit
» Information Resources
e Government Information and Information Technology

> Government information
e Federal, Contractors/ subcontractors, licensees

» Government Information Types
» Information Technology (IT)

» Information System

» Information System Types



Presenter
Presentation Notes
The terms listed here will be seen and used often.  

For Instructor Use in talking to slide:

Operating Unit - a subordinate element, such as a program office, field office, or contractor, reporting to a Senior DOE Manager

Information Resources - includes both Government Information and Information Technology. [OMB Circular A130] 

Government Information - means information created, collected, processed, disseminated, or disposed of by or for the Federal Government. [OMB Circular A130] which includes
  -Federal organizations
  -Contractors/ subcontractors
  -Licensees

Government Information Types - A specific category of information (e.g., privacy, medical, proprietary, financial, investigative, contractor sensitive, security management) defined by an organization or in some instances, by a specific law, Executive Order, directive, policy, or regulation. [FIPS 199, NIST 800-60] Information is categorized according to its Information Type.
Note: NIST Special Publication 800-60 Identifies a methodology for identifying information types based on “topics” rather than “sensitivity”. 

Information Technology (IT) –”any equipment or interconnected system or subsystem of equipment that is used 
In the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by an executive agency.” [OMB Circular A130] 
Includes the executive agency’s contractors processing government information

Information System – a discrete set of information resources organized
For the collection, processing, maintenance, transmission, and dissemination of information, 
In accordance with defined procedures, whether automated or manual. [OMB Circular A130] 

Information System Types include 
General support systems/ networks, wireless networks, telephone systems, security systems, etc.
Laptops, PDAs (blackberry), cell phones, etc.
IT media – CD, external hard drives, floppies, thumb drives, etc.


Office of the
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Senior DOE Manager

AO

AODR

Information Systems Security
Manager (ISSM)

System Owner Certification Agent(s) (CA)

Users Information System
Security Officer (ISSO)

Jll Cyber Security Program Manager (CSPM)

Operating
— Unit



Presenter
Presentation Notes
These roles and responsibilities are established in NIST 800-37, Rev 1.   


Office of the
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DOE Cyber Security Management Structure Key Roles

« Cyber Security Program Manager (CSPM)

+ AO Designated Representative (AODR)

<« Information Systems Security Manager (ISSM)

« Certification Agent (CA) or Security Control Assessor
<+ System Owner

<« Information System Security Officer (ISSO)


Presenter
Presentation Notes
CSPM
-Manages Senior DOE Manager’s Cyber Security Program
-Appointed by the Senior DOE Manager
-Must be a Federal employee

AODR – this is an optional role
-Provides technical support to the AO
-Appointed by the AO – may be a contractor

ISSM
-Manages the Operating Unit Cyber Security Program
-Appointed by the Operating Unit Manager
-May be a Certification Agent 

CA or Security Control Assessor
-Evaluates Systems for Security Acceptance
-Must have technical competence
-Must be independent of the System Owner

System Owner  - Operating Unit individual with responsibility for system development, integration, modification, and operation
-Develops System Security Plan (SSP)
-Develops Plan of Actions and Milestones (POA&Ms)
 
ISSO
-Responsible for the system cyber security maintenance
-A single ISSO may support multiple systems
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Presidential Directives

Sl ey Executive Orders

‘ OMB Memoranda

and Circulars

CNSS Guidance R4 NIST Guidance
\ /

Risk Management Approach } Senior DOE Managers
How |

What

Cyber Security Program Plan } Operating Unit Manger
|

System Security Plan



Presenter
Presentation Notes
-This slide provides a hierarchical depiction of policy sources that influence the implementation of cyber security in DOE organizations. 
 
-In general, each layer of this stack adds additional detail and delineates the requirements of the higher layers.  

-Note that the top portion of the slide contains the “what” or in other words the requirements and guidance.  The bottom portion of the slide contains the “how” or in other words the DOE mechanisms that implement the “what.” Specification of the “how” is not  necessarily “additional” requirements.
 
As an AO you will need to be familiar with the RMA, PCSP, the SSP and if developed the CSPP.
The Cyber Security Program Plan is an optional document that can be developed at the Operational Unit  






Office of the
Chief Information Officer

» DOE O 205.1B—Establishes DOE Cyber Security Program
e Requires the Senior DOE Managers to
Implement a Cyber Security Program
Develop a Risk Management Approach (RMA)

» DOE Cyber Security Policy and Orders are based on
requirements and guidance from

e Office of Management and Budget
e National Institute of Standards and Technology
e Committee for National Security Systems Instructions


Presenter
Presentation Notes
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Key Documents

+ Risk Management Approach (RMA)

« Cyber Security Program Plan (CSPP) -
Optional

« System Security Plan (SSP)


Presenter
Presentation Notes
You will need to pay particular attention to these documents in accomplishing the AO  responsibilities.  

The Senior DOE Manager’s RMA lays out the Cyber Security Program implementation requirements for all Operating Unit system development and operations under his/her jurisdiction based on identified risk and mitigations applicable to the organization.  Elements such as:
Senior DOE Manager’s implementation of 
Mission oriented DOE requirements
Supplemental requirements
Cyber Security Control policies (e.g. NNSA-DoD link)
Oversight activities within subordinate organizations
Subordinate organizations requirements and responsibilities 
AO structure, CSPM office, relationships
Process descriptions – exemptions, POA&Ms, etc. 
Training provided
Risk-based approach for information and information system protection 
Impacts and consequences to Mission, Program, DOE and Nation
Threats and vulnerabilities
Threats that need to be considered
Vulnerability detection and remediation
Incident Management
Internal Program reporting requirements
Law enforcement coordination

The CSPP is an optional document developed at the Operating Unit level that if produced lays out the Operating Unit implementation of the RMA and DOE Orders
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e The System Security Plan describes:
e System/system accreditation boundary

e Information types and the confidentiality, integrity,
and availability requirements for each

e System categorization
e Baseline set of cyber security controls
e How each control is implemented by the system

e System environment [physical, logical (networking,
etc.), and operational] and identifies

Environment unique threats/ vulnerabilities
Countermeasures (special security controls)
e System interconnections and signed agreements



Risk Management Framework (RMF)

Office of the Starting Point
Chief Information Officer

ldentify

Information System

MONITOR

Security Controls

CATEGORIZE

Information System

Identify system components,
authorization boundary, and

: . . Define criticality/sensitivity of
'ﬁ?orm]:tpg: 'é,’ gﬁacrﬁ fﬁ;‘tnr?,? ?fftgg information types information systgm accordiyng to
i ion sy Y . :
security controls and reassess control potential worst-case, adverse impact
effectiveness. to mission/business.

AUTHORIZE

Information System

SELECT

baseline Security Controls
System Development

Determine risk to organizational operations Lf C I Select baseline security controls based
and assets, individuals, other ITe yC e on PCSP policies
organizations, and the Nation;

if acceptable, authorize operation.

ASSESS DETERMINE

Security Controls Environmental Risk Impacts

IMPLEMENT

Assess risks from Site threats
and system environmental
Implement security controls within threats/ vulnerabilities

enterprise architecture; apply security
configuration settings; document in SSP

Determine security control effectiveness Security Controls

(i.e., controls implemented correctly,
operating as intended, meeting security
requirements for information system).
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Presenter
Presentation Notes
This slide depicts an overall view of the Risk Management Framework (RMF).  

Note to Instructor: Go through each element of RMF beginning at the starting point.

As the AO you are responsible for understanding the Risk Management Framework as it applies to the System Development Life Cycle. You will have both management and hands-on involvement in the elements of the RMF.

For example:
Your responsibility to coordinate all aspects of the cyber security program at the Operating Unit level with Senior DOE management will include reporting and coordinating on the phases of the System Development Life Cycle activities. 
[Instructor Note Only [Strategic Security Management element (Manage) in the EBK] 

In the Implement and Monitor Phases – Your direct involvement would include ensuring that Incident Response planning and documentation is included and then again in the Monitoring Phase when an event occurs by participating in the incident characterization and categorization, the reporting to DOE CIRC and other Federal agencies and the incident investigation.  
[Instructor Note Only [Incident Response (Implement) in the EBK] 
 
In the Assess and Authorize Phases  - You will need to evaluate the effectiveness of the system documented risks and mitigation techniques, determine whether or not to accept the residual risk and authorize or deny system operation
[Instructor Note Only [Security Risk Management (Evaluate ) and System and Application Security Implement) in the EBK
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Certification and Accreditation Process

e Relationship between the Risk Management Framework
and the Certification and Accreditation Process

Certification & Accreditation
Process

Risk Management
Framework

Initiation Phase

|dentify, Categorize,
Select, Determine,

Implement
Certification Phase Assess
Accreditation Phase Authorize
Continuous Monitoring Phase | Monitor s



Presenter
Presentation Notes
This slide introduces the Certification and Accreditation Process and shows the relationship between the Risk Management Framework and the four phases of the Certification and Accreditation Process – Initiation, Certification, Accreditation, and Continuous Monitoring.

The Initiation Phase of the C&A Process includes:
	-System component, authorization boundary and information types identification 	
 	-Either unclassified or classified system categorization based on potential loss of Confidentiality (C), Integrity (I) Availability (A) to mission business
	-Selection of security controls based on the system categorization
	-Determination impacts of physical, logical, operational, and environmental threats through conducting a risk assessment.
		--Identify security controls
	-Risk Assessment
	-Implementation of Security Control

The Certification Phase of the process includes:
	-Development of a System Test and Evaluation Plan
	-Testing that assesses the effectiveness of each security control to ensure it is
		-implemented correctly
		-operating as intended
		-meets security requirements
	-ST&E Report preparation
	-Security Assessment Report preparation
	-C&A package assembly

The Accreditation Phase of the process includes:
	-AO determination that
		-all components of package are present
		-if risk is acceptable to mission, system and information assets and Nation
		-POA&Ms are generated and acceptable for corrective actions
	-Grants Approval to Operate, Interim Approval to Operate or Disapproves system operation

The Continuous Monitoring Phase includes:
	-Maintaining a system configuration as documented in the SSP
	-Assess security controls based on a continuous monitoring strategy
	-Review each system change for security impacts 


	
 


Chief Information Officer

Security Test & Evaluation Report

Plan of Action and Milestones

Assess - Assemble C & A Package

Security Assessment Report

ST&E Rpt

RA

SSP

i_ Completed Privacy Impact Assessments

Security Risk Assessment

Approved System Security Plan w/MOU and ISA
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Presenter
Presentation Notes
When the C&A package reaches your desk for review these are the components that should be included in the package.


OA C&A Package Review

Office of the
Chief Information Officer

e Determines that all package components are
present

e Examines:
e Authorization/Accreditation Boundaries
e Common Controls

e Determines that Risk Is acceptable to Mission,
system and information assets, Nation

e Determines that POA&Ms are generated and
acceptable for corrective actions

17


Presenter
Presentation Notes
The package components, SSP, RA, PIA. CMP, ST&E Report, POA&M and SAR, shown in the last slide should be present for the package to be considered complete.  (Note: The C&A package components are determined by the governing RMA) which should reflect the relevant DOE Orders, National laws, policy and guidance.

The AO should know what is included in the accreditation boundaries of the system and when looking at the controls which are designated as common controls.  

It is important to the AO to note when common controls are inherited from another system that the system is operating under a current ATO and that the system categorization of this system must be equal to the highest categorization of the system inheriting the control. 


Office of the
Chief Information Officer

IT Components

Hardware Software

Accreditation Boundary

Authenticated User Interface

User Controlled Boundary



Presenter
Presentation Notes
The Information System Accreditation Boundary
-Includes all IT components (hardware, software) plus the user
-Systems are accredited to protect information and  IT resources within the boundary
-The boundary is impacted by its environment
  -Visual access to monitors, system printers, etc.
  -Physical access to output: printers, media (e.g., CD,s, thumb drives, etc.)
  -Unprotected connectivity to outside systems
-Information can flow across perimeter – accreditation boundary – based on prior approved information controls defined in the SSP
-User controls information flow across boundaries







Office of the
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e Many security controls are common to all
systems in an Operating Unit

e Common Security Controls can be implemented
on one system and other systems can inherit
the control implementation

e Inherited security controls ATO must be
validated


Presenter
Presentation Notes
-Many security controls are common to all systems in an Operating Unit
--Policy controls: risk assessments practices, password contraction, etc.
--Process controls: C&A process, incident response process, contingency planning, training

-It is estimated that upwards of one third of the  controls will be “common controls”

-Common control implementation
--Choice 1:  implement for each system
--Choice 2:  implement for one system and other systems inherit the common controls

-For the initial System implementing the common control
-The common control is included in normal C&A process
---Common control implementation is documented in the SSP
---Included in continuous monitoring process
  -Manages control of configuration changes
  -Assesses control periodically
Caution:  The system categorization of this system must be equal the highest categorization of the inheriting systems

-System inheriting the common control
--Effectiveness is assessed as part of system C&A
-Document control in SSP as part of baseline
-Common control system implements the control for the inheriting system
   --During C&A
	-Reference the common control system for assessment details (test procedures, assessment results)
     -Validate the ATO of the common control system
     -Validate the common control implementation for the inheriting system


Authorize - Accrediation Decision

Office of the
Chief Information Officer

e AO Accreditation Decision Options
e Grants Approval to Operate (ATO)
e Grants Interim Approval to Operate (IATO)

e Disapproves ATO/IATO based on evaluation of
system and mission risk

e Withdraws existing ATO/IATO on operational system
If risk becomes unacceptable

20


Presenter
Presentation Notes
AO Accreditation Decision Options
AO Grants Approval to Operate (ATO) based on evaluation of system risk as portrayed by the contents of the C&A Package and the evaluation of system and mission risk(s)

AO Grants Interim Approval to Operate (IATO) for up to six months when system corrections identified in POA&Ms are needed but risk acceptable while corrections are implemented

AO Disapproves based on evaluation of system and mission risk

AO withdraws ATO/IATO on operational system if risk becomes unacceptable



Authorize - Accreditation Package
Transmission Process

Office of the
Chief Information Officer

Accreditation Decision Letter
Security Assessment Report
Plan of Action and Milestones

Security Test & Evaluation Report ST&E Rpt

RA

SSP

Contingency Plan
Configuration Management Plan
Completed Privacy Impact Assessments
Security Risk Assessment

Approved System Security Plan w/MOU, ISA

21


Presenter
Presentation Notes
Once the authorization decision is made the ATO document is developed, added to the C&A package and transmitted to the System Owner 

The Authorization To Operate Document contains
Authorization decision – ATO, IATO or Denial
Terms and conditions
ATO is maintained as long as system operates as described by C&A package
Identify any restrictions/limitations
Termination or authorization expiration date
Generally three years
Six months for IATO
If denied, basis for denial
Re-authorize
Time driven – 3 years, 6 months or less
Event driven – security signification change


Office of the
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e Maintain system configuration per SSP
documentation

e Develop and document a continuous
monitoring strategy

e Assess controls

e Review each system change for security
Impacts


Presenter
Presentation Notes
Develop and document a continuous monitoring strategy
          -Assess each security control once every three years
        	 -Identify the controls to be assessed each year
	 -Assessments may count for re-accreditation effort

-Review each system change for security impacts
Security significant change initiate re-authorization process
Non-security significant change update SSP and make change
Develop POA&Ms to identify required resources, if needed



Office of the
Chief Information Officer

« AO Authority, Role and Responsibilities

« AQO Structure

= Key Cyber Security Terms

e Cyber Security Program Management Structure
« Policy Hierarchy

z Risk Management Framework and Certification &
Accreditation Process Relationship

Accreditation Forms, Boundaries, Common Controls
and Inheritance

= AO C&A Package Review
= Accreditation Decision
z Continuous Monitoring

23
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e Note: The following slides have been
retained to use only if an illustration would
be helpful in answering an attendee
guestion

24



Information System

Office of the
Chief Information Officer

e A system consists of one

or more system -
components

Diskless Workstation

= Simple: workstation or System Component
workstation & printer

Hub

= Complex: workstations,
servers, network cables
and switches, router, etc. .

Diskless Workstation

Diskless Server

System
Component 2 System

Component 1
25
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Based on 1st
Instantiation

1st Instantiation
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Presenter
Presentation Notes
 Different approach to instantiation – 
 one TOE no master plan
 Our TOE encompasses server, hub, two desktops
 We have two TOE components 
 Desktops, Server/Hub/ cable
 We have two instantiations of the Desktops
 What is the accredited system????
 Everything accredited as single entity
 No “Approval to Operate” delegated
Add another instantiation TOE will need to be re-accredited
 1st instantiation subjected to full C&A process
 2nd instantiation may have reduced tests-cert effort
 AO must approve the test/ Cert  reduction


Component la

=]

1st Instantiation

Instantiation Mocdlel

System
Component 1b

=]

Based on 1st
Instantiation

System
Component 1nth

=]

Based on 1st
Instantiation
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Presentation Notes
Instantiation is a copy of the TOE Component described by ST
 In this case the TOE = TOE component = Desktop
SSP Describes the TOE -  an Accredited system
ST describes the TOE Component
TOE Component is the Desktop
 This is model for master plan approach–1 plan multiple sys
1st Instantiation TOE Component subjected to full C&A
All other Instantiations implemented as described in ST
 Copies of 1st instantiation - reduced C&A process
 AO Approves the reduced C&A process for “Approve to Op” from the CSSM


Systern Forrmn of Accreditation

e

1
|

|



Presenter
Presentation Notes
 Different approach to instantiation – 
 one system no master plan
 Our TOE encompasses server, hub, two desktops
 We have two TOE components 
 Desktops, Server/Hub/ cable
 We have two instantiations of the Desktops
 What is the accredited system????
 Everything accredited as single entity
 No “Approval to Operate” delegated
 1st instantiation subjected to full C&A process
 2nd instantiation may have reduced tests-cert effort
 AO must approve the test/ Cert  reduction


Site Forrm of Accreditation

Infrastructure System

Istinstantiation

nt" Instantiation

29


Presenter
Presentation Notes
Instantiation is a copy of the TOE Component described by ST
 In this case the TOE = TOE component = Desktop
SSP Describes the TOE -  an Accredited system
ST describes the TOE Component
TOE Component is the Desktop
 Switch & cables not part of SSP
 This is model for master plan approach–1 plan multiple sys
1st Instantiation TOE Component subjected to full C&A
All other Instantiations implemented as described in ST
 Copies of 1st instantiation - reduced C&A process
 AO Approves the reduced C&A process for “Approve to Op” from the CSSM


e

1stinstantiation ntiinstantiation
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Presentation Notes
Instantiation is a copy of the TOE Component described by ST
 In this case the TOE = TOE component = Desktop
SSP Describes the TOE -  an Accredited system
ST describes the TOE Component
TOE Component is the Desktop
 Switch & cables not part of SSP
 This is model for master plan approach–1 plan multiple sys
1st Instantiation TOE Component subjected to full C&A
All other Instantiations implemented as described in ST
 Copies of 1st instantiation - reduced C&A process
 AO Approves the reduced C&A process for “Approve to Op” from the CSSM


Firewall
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